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Abstract
The Department of Homeland Security (DHS) must enhance its organization to more fully
account for, align resources against, and act on the prioritized risks of the homeland security
enterprise. This will require: (1) enhanced regionalization of DHS, achieved through the
networking of stakeholders within and between DHS operational regions; (2) creation of
trans-regional, multi-functional, priority-risk-based authorities for the Secretary of DHS; and
(3) establishment of statutorily defined, joint operational authorities for the Department. To
substantiate this argument, this article: first, reviews a set of factors which define why DHS
faces this problem, and how there are growing, serious demands to solve this problem; second,
presents a case-study of the United Kingdom’s method for establishing national risk priorities;
third, identifies the characteristics of an enhanced organizational model for DHS; and, fourth,
delivers a set of recommendations for the enhancement of the Department’s organization to
account for national risk.

Introduction
The Department of Homeland Security (DHS) must fully account for, align resources against,
and act on the prioritized risks of the homeland security enterprise. This article argues that
DHS must enhance its organizational structure to establish a common method to assess and
prioritize risk across the Department’s mission areas, which incorporates all DHS stakeholders
in the process.
This will require three major reforms. First, the department must be regionalized effectively
through the networking of stakeholders within and between DHS operational regions.
Second, the department must create trans-regional, multi-functional, priority-risk-based
(TMP) authorities for the Secretary of DHS, empowering the Secretary to allocate/reallocate
select assets, personnel and resources, nationwide, on a fixed-term basis, to align effectively
the Department’s authorities and resources within and between operational regions to
best support the risk mitigation networks established under this new form of networkfederalist national security strategy. Legislation would likely be required to empower the
Secretary, and perhaps the Deputy’s Management Action Group (DMAG) with the authority
to resolve differences and establish priorities for missions that cut across different DHS
components, missions, and regions. This course of action would place the Secretary and, by
extension the DMAG, in a more direct, joint leadership role in ongoing DHS operations. Such
authority would serve to accelerate DHS decision-making and response times, precluding
or truncating prolonged DHS headquarters vs components conflicts in Washington, DC, as
well as fights between components’ headquarters and their own regional offices. It would
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allow for the clear definition and enforcement of priorities across the Department. The third
needed reform is the establishment of statutorily defined, joint operational authorities
for the Department. While DHS operational components certainly possess the ability, will,
and authority to partner with one another on, for example, the current Joint Task Forces in
operation nationwide focused on border security and immigration enforcement, they lack
strong, permanent authorities to fund and fully enable such joint operations and make them
truly “joint.” Stated differently, DHS joint operations are rooted in good will and the strength
of direction from a given DHS Secretary and DHS Component leaders.

Organization of Analysis
First, this article reviews a set of factors and trends which collectively establish why we
have the problems outlined above, demonstrates why there are growing, serious demands
to solve this problem, and provides a rationale for enhancing the organization of DHS to
account for, prioritize, and act on national risk through the use of networks, regions, and new
authorities. Second, the article will present a case-study of the United Kingdom’s method and
organization for establishing national risk priorities as a useful way to identify potential U.S.
organizational enhancements. Third, it recommends additional concepts for the enhancement
of the Department’s organization to account for national risk, including new authorities and
organizational models.

The Problem
The Department’s inability to address the problems of coordinating and establishing risk-based
priorities across the Department, and more fully accounting for and acting on the priority risks of
all DHS stakeholders within and between DHS operational regions, stems from four main factors,
including: (1) U.S. constitutional federalism and the dynamic nature of that system; (2) a lack of a
standard methodology to prescribe absolute risk values applicable across issue areas; (3) unclear
purpose and objectives for the application of risk in homeland security; and (4) a lack of political will.
We will analyze these four factors in order to briefly outline the tenets of a more effective homeland
security risk assessment process.

Factor 1 - Federalism, and the Limitations
of the Use of Risk at the Department of
Homeland Security
A paradox of American federalism creates the first hurdle for the application of risk in homeland
security. The United States constitution is rooted in federalism. A central, federal authority is
established to address issues of a truly national nature, such as national defense, while States
retain all rights and powers not explicitly provided to the Federal government, including the
power to make laws to protect the public health, safety, and welfare of State citizens.1 While
interpretations of constitutional law have shifted since 1787, State governments possess a
relatively high degree of autonomy under the U.S. constitutional order making American
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democracy very much a dynamic, adaptive system.2 That system often creates an unfortunate
paradox – the Federal government is the single largest and most powerful governing authority
in the nation while State and local governments have considerable autonomy but are limited
in resources, creating a situation in which all State and local authorities want guidance and
resources from the Federal government, but want to be left to their own discretion when
applying such guidance and resources. It is this paradox that lays the basis for the first hurdle to
the application of risk in homeland security policy.

Factor 2 - No Standard Risk Methodology
No single method of assessing the risk of natural and manmade hazards can be appropriately
and uniformly applied across, or even within all issue areas and across all levels of government
in the United States.3 Across DHS, the common reference for risk assessment methodology
has for many years been: Risk = A Function of Threat, Vulnerability, and Consequences (Risk =
f(T,V,C)). This method is suitable for natural hazards, rooted in probability derived from historical
experience and has been in use for many years. However, it has been shown to be unsuitable for
man-made disasters, like terrorism, where probability and consequence are far more complex
and not so easily distilled to the “TVC model.” Indeed, for the past decade there has been
growing recognition that, as Ezell et al. point out,
[m]ultiple approaches, perhaps in combination are needed to address the complex issue of
terrorism, including event trees, decision trees, fault trees, Bayesian belief networks, game
theory, and agent-based models, among others, [and that such diversified methods] have
been shown to be useful approaches for assessing terrorism risks, especially for creating
a baseline comparison of these risks. But decision trees, like PRA and all approaches, have
limitations and are not on their own a complete solution.4
Further complicating risk assessment at DHS is the fact that in practice, DHS Policy, the Coast
Guard, CBP, CISA, FEMA and other elements of the Department use varying methods to gauge
risk, based on their particular mandates and mission needs.5 At the State level, all-hazards
risk assessment predominates given the variety of threats at this level of government as well
as limited resources which must be made to account for a variety of risks. The Threat and
Hazard Identification and Risk Assessment (THIRA) is typically used to build a State’s hazard or
risk profile.6 Major urban areas themselves use a variety of methods to gauge their own risks,
including scenario7 modeling to better account for terrorism risk, or the risks posed by industrial
disasters, excessive heat, or urbanization itself. Private industry utilizes an array of advanced
historical, statistical modeling techniques8 to account for issues such as logistics, supply,
and inventory requirements. The reality is that each of these entities has developed a riskassessment methodology appropriate to their own needs and understanding of the threats and
vulnerabilities they face.
Despite this multifaceted reality, there are many who still proceed on the assumption that
all levels of government should apply a common risk methodology when making homeland
security policy decisions despite the reality of differing issues, missions, and hazards facing
different types of jurisdictions and economic sectors. This often creates contradictory situations
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in which the risk and threats that, for example, a State identifies as most relevant for its
preparedness are different from those which the Federal government uses to prescribe policy
or resource allocations. If the nation is to effectively utilize risk assessment to ensure homeland
security, it must identify and support those risk assessment methods that are most appropriate
and valuable for particular jurisdictions and define how they can work in harmony.

Factor 3 - Competing Purposes and Lack
of Objectives for the Application of Risk
Assessment
Bureaucratic competition, rooted in different legal authorities and the persistent scramble
to justify funding, both federally and nationwide, persists with respect to who is responsible
for conducting and reporting on risk assessments, and to what end. Indeed, at DHS, Congress
has yet to unify, or consolidate the myriad statutes which collectively enable the Department,
nor has it narrowed Congressional oversight to one or a few committees. These inadequacies
continue despite the fact that two 9/11 Commission Report recommendations9 explicitly call for
the comprehensive and effective use of risk assessment in homeland security decision making.
Indeed, the report called for the setting of risk-based priorities for the protection of critical
infrastructure, the assignment of roles and missions, the measurement of the effectiveness of
preparedness efforts, and ultimately, the allocation of limited resources and homeland security
assistance10.
Indeed, as early as 2010, a National Academies Review of the Department of Homeland
Security’s Approach to Risk Analysis11 determined that the Department’s ability to operationalize
and integrate risk-based decision making into actual Department policy development, and
adequately evaluate and communicate its underlying assumptions and analytical uncertainties,
were deficient.12 Further defining the problem, former U.S. Department of Homeland Security
Secretary Chertoff in his book, Assessing the First Five Years, concluded that U.S. all-hazards risk
assessment methodology does not adequately account for medium and long-term planning,
suffers from the negative side effects of actions taken for short-term gain, and lacks overall
transparency.13
For an even more contemporary examination of such issues, a 2018 RAND study established
that DHS required: (1) a transparent and repeatable process for assessing and comparing
strategically-significant threats and hazards from which DHS is responsible for protecting the
nation; (2) risk assessments which can serve as a common reference point for discussions about
how threats and hazards affect the nation; and (3) a common understanding of the impacts
of threats and hazards on the nation. RAND argued that achieving such requirements would
allow DHS leadership to develop and implement strategic plans that direct the department’s
resources to protect the nation from threats, respond effectively to disasters, and promote
economic resilience.14 In concluding its study, RAND found that its recommendations on
improving the methodologies used to characterize national risk would still not provide all
information required to complete a DHS strategic planning process.15 RAND found that
additional perspectives would be required to allow DHS to evolve from risk assessment to risk
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management, including: 1) understanding which threats and hazards pose the greatest risk to
the nation; 2) identifying threats and hazards for which current efforts are disproportionate
to risk; 3) providing additional recommendations on how to further reduce risk; and 4)
determining how to place DHS’ role and responsibilities within the larger context of whole-of
government responsibilities for managing the risks from the identified threats and hazards.16
As a result, we can discern that much work remains in terms of both methodology and
organization for DHS to achieve an effective and impactful characterization of national risk. In
homeland security, there are only nebulous references to “risk-based” methodologies such as
allocating grants on a risk-based basis.17 No clear statement exists for the nation on how and
why we should use risk-based priorities and planning in homeland security.18 Should risk be
used to determine how the Federal government prioritizes its preparedness for certain types
of incidents? Should risk be used to prioritize the pre-distribution of essential commodities and
response assets before hurricane season? If so, how, by whom, through what process, at what
level of security classification? In short, while much language has been committed to the use of
risk in homeland security, no clear strategy statement for its application in the complex system
which is American government has yet to be developed.

Factor 4 - The Absence of Political Will
The fourth impediment to the use of risk in homeland security is the absence of political
will to enforce the use of risk assessment for all-hazards preparedness. Congress and
past administrations have offered much language on the need for risk-based policy in
homeland security19 and major sources of homeland security policy and doctrine such as the
Quadrennial Homeland Security Review20 have offered much language on the need for riskbased policy in homeland security, but in reality, few political representatives are willing to
return home to declare that they supported reducing homeland security resources for their
constituency so that another one, facing greater risks, could be better prepared. Nor has any
leader been willing to declare and commit to what their jurisdiction must be prepared for and
to what degree, based on risk assessment. The reasons why, including severe political liability
if a risk assessment is ultimately perceived as wrong, are understandable. For example, a
2008 GAO report found that political factors pose challenges to allocating homeland security
resources based on risk21, because of a reluctance by politicians and others to make risk-based
funding decisions.22 In short, all appearances seem to confirm a lack of political will within the
Federal government to effectively articulate to itself or the public what its risk assessment
methodology is and which threats and hazards are most pressing and deserving of attention.
Elected officials and political appointees instead make investment decisions based on the
public’s beliefs about which risks should be given the highest priority, beliefs that are often
based on incomplete information. Consequently, there is less incentive for officials to invest
in long-term opportunities to reduce risk.23 Yet, the consequences of proceeding as the nation
has, are equally severe – the inefficient use of limited resources and the injection of purely
political considerations where lives are at stake.
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Trends
In addition to the factors outlined above, a set of increasingly pressing trends further establish
why it is both logical and urgent for DHS to enhance its organization to coordinate and establish
risk-based priorities across the Department, while more fully accounting for and acting on the
priority risks of all DHS stakeholders within and between DHS operational regions.

Trend - Natural Disasters Are Getting Worse
and Occurring More Frequently
First, the U.S. faces considerable diversity and increasing severity of threats and risks. Since
2006, China, the United States, India, Indonesia and the Philippines are the top five nations for
occurrence of natural disasters.24 Globally, the total number of natural disasters reported each
year has been steadily increasing from 78 in 1970 to 348 in 2004.25 In the United States, the rate
of disasters reported has gone from approximately 50 in 1960, to over 400 by the mid-1990s.26
No doubt, up to 1/3 of these increases have resulted from better reporting and statistics
collection, but 2/3 of these increases have been due to a rise in hydro-meteorological disasters,
including droughts, tsunamis, hurricanes, typhoons and floods.27 Natural geologic disasters, such
as volcanic eruptions, earthquakes, landslides and avalanches have remained steady to date.28
Two trends contribute to this high rate for the United States. First, shifts in climate are impacting
the severity of weather.29 Heavy rainfall is increasing in intensity and frequency across the
United States particularly in the U.S. Northeast.30 Heatwaves are now more frequent since the
1960s, while at the same time, extreme cold temperatures are less frequent.31 Recent recordsetting hot years are projected to become common in the near future for the United States.32
Concurrently, the incidence of large forest fires in the western United States and Alaska is also
up since the early 1980s.33 Annual U.S. trends toward earlier spring melt and reduced snowpack
are already affecting water resources in the western United States, and these trends are
expected to continue.34
The second contributing factor to the increasing rate of natural disasters in the U.S. derives
from trends in urban development. Rapid and unplanned urbanization into flood-prone regions
increases the likelihood of flash and coastal flood damage.35 Large areas covered with cement
means the flow of water becomes very strong with runoff not being absorbed naturally by soil,
causing collection and then rushing downstream to become heavier and faster floods.36 As more
and more people are effectively placed in the way of harm, the damaging impact of natural
events is amplified. Thus, the World Bank has determined that the United States is at relatively
high economic risk from multiple hazards, with 9.3 % of its population, 67.5 % of its total area,
and 68.7 %of its GDP in areas at such risk from multiple hazards.37
A striking example of the impact of such development occurred in 2017 when the dollar
value of natural and man-made disasters rose to $306 billion worldwide, in large part due to
damage caused by Hurricanes Harvey, Irma, and Maria, as well as a series of earthquakes and

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

8

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

major forest fires around the world.38 The U.S. was the hardest hit region in 2017, with three
hurricanes causing $93 billion in insured losses – but the most important source of these
losses was a surge of residents and new homes in coastal communities in the U.S. Southeast
since earlier destruction caused by Hurricanes Katrina, Rita and Wilma caused devastation in
2005 creating much greater loss potential than ten years ago.39 Indeed, FEMA estimates that
approximately 13 million Americans are now exposed to threat of a “100-year-flood,” or an
extreme flood with a 1 percent annual chance of occurring per year.40 However, researchers
from the University of Bristol and The Nature Conservancy argue that 41 million Americans
are at risk of 100-year floods — suggesting a major underestimation of risk by government.41
The EPA has also acknowledged that flooding is now much more frequent on the United States
coastline – as much as 10 times more likely since the 1950s in Mid-Atlantic States due to
subsiding land and increases in relative sea level.42 Hurricane Harvey’s impact was made more
severe by human-induced climate change, and is indicative of a tripling of the chances of further
extreme rainfall along the Gulf Coast, according to American Geophysical Union.43

Trend - Man-Made Disasters - Less Probable,
Perhaps More Consequential
Terrorism and other human-made disasters pose a unique challenge to the coordination of
national risk assessment and management. They are less probable, but carry significant social
and political consequences such as fear and the potentially disproportionate, if not irrational
allocation of limited resources against threats which simply do not carry as great a risk. For
example, according to a September 2016 study by the Cato Institute, some 3,024 Americans
died from 1975 through 2015 due to foreign-born terrorism.44 That number includes the
9/11 terrorist attacks (2,983 people) and averages nearly 74 Americans per year.45 Since
9/11, however, foreign-born terrorists have killed roughly one American per year.46 Six
Americans have died per year at the hands, guns, and bombs of Islamic terrorists (foreign
and domestic).47 Globally, the number of terrorism-related incidents has gone from 651 in
1970, to a peak of 16,860 in 2014, with significantly varying rates of incidents per year, and
even more significantly varying rates of incidents and concentrations of deaths by region and
country.48 The social, political and economic consequences of terrorism in the United States
are great, but the rate of terror incidents in the U.S. is low compared to the rest of the world,
and overall, when compared to other forms of crime in the U.S. Yet, the Federal government
still spends many billions of dollars each year in an effort to defeat terrorist organizations
and to protect from, and be prepared to respond to terrorist attacks. As this examination
will discuss below, addressing the problems of coordinating and establishing risk-based
priorities across the Department, while more fully accounting for and acting on the priority
risks of all DHS stakeholders within and between DHS operational regions, might allow for
greater transparency, clearer communication, and ultimately more balanced and reasonable
allocation of resources in the face of threats like terrorism.
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Trend - We Are More Interconnected and
Interdependent Than Ever Before
Our economy and society have become exceptionally interconnected and networked.
Global commerce and communications have driven our economy and way of life to become
on-demand and interdependent. The systems which allow this way of life to operate are
designed for maximum efficiency and operate nation-wide, if not globally. This means that the
consequences of risks in one jurisdiction, or region, can have a major, if not cascading effect
across many others and that the impact of an incident can be significantly magnified.49 Thus,
in such a networked and interdependent economy, risk cannot be effectively managed, or
responded to, by any one jurisdiction, company, or partner.50
In a recent study, researchers measuring the economic interdependence of 364 U.S.
metropolitan areas examined how those cities fared during the 2008 financial crisis – they
found that the most interdependent and integrated urban areas (often the largest cities)
suffered greater relative losses in economic performance and took longer to recover than
their less-integrated and smaller urban areas.51 The implications of these findings are
that integration and interdependence, while creating greater efficiencies and margins of
performance and profit, also decrease the number of points of failure in a system, and
increase the likelihood that as one member of a complex system fails, others fail as well.52 In
practical terms, if one major bank in an urban area loses its cash reserves, so will others in the
same area; if one construction business loses its development business in a big city, others
are likely to see a loss of business as well.
Modern disasters have a significant capacity to result in unanticipated and cascading impacts.
Indeed, system-wide failures result from chain reactions across different systems and are
triggered by high rates of interconnectivity.53 As a result, risk spreads across communities,
regions, industries and traditional lines of political authority. Whole groups of people share the
same risks, often without knowing it, and certainly not being prepared to address them. For
those responsible for managing risk, like government and industry leaders, risk assessments
are sometimes not seen in their common, overlapping contexts, which can lead to conflicts
over resources, liability, and/or responsibility. For instance, corruption, or simply self-interest,
can reduce the impact of risk assessments when a local government self-interestedly allows
construction of new building in flood prone areas against recommendations emerging from
risk assessments.54 In relation, a local government, when balancing risks with development
goals, may consciously prioritize privately funded property investments with no bad intentions
whatsoever, so as to increase a tax-base and local population.
In our networked world with interdependent economies, infrastructures, and people, the
risks faced by any one agent depend on the choices of all others. Thus, whether an individual
chooses to invest in risk mitigation depends in large part on how she expects others to deal with
risk.55 If a property or business owner thinks that others will not invest in risk management, then
this reduces the incentive for her to do so. On the other hand, should she believe that others
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will invest in risk reduction, it may be best for her to do so also for a variety of reasons, including
profitability, legal-liability protection, and good corporate citizenship.56 As we will argue below,
government, particularly the Federal government, can do much to influence, regulate, and
incentivize such risk management behavior in the increasingly complex and interdependent
systems which make up our economy and democracy.

Trend – The Advent of Resilience
As our economy and society have become more interdependent and reliant on networks of
trade, finance, logistics, supplies, and energy there is a growing recognition of and investment
in resilience. More than one-third of the U.S. population lives in hazard-prone areas.57 The
National Oceanic and Atmospheric Administration (NOAA) reported in 2017 that the number of
$1 billion dollar damage incidents is increasing per year, since 1980, with 16 in 2011, 15 in 2015,
and 16 in 2017 alone.58 Indeed, 2017 was the costliest year on record for natural disasters in the
United States, with a price tag of at least $306 billion.59 The list of such incidents, in 2017 alone,
is remarkable: California had its wettest winter on record, ending years of drought; California
faced its most destructive and largest wildfire season ever, killing 22 people and damaging 5,600
structures; Hurricane Harvey set a rainfall record for a tropical storm with over 4 feet; Puerto
Rico faced what was the longest blackout in U.S. history after Hurricane Maria, with over 1,000
estimated to have died; San Francisco reported its highest temperature ever, while other parts
of the country set records for high-temperature streaks; 14 locations in Oklahoma, Missouri, and
Arkansas reported record-high water during floods in April and May; and requests for federal
disaster aid jumped tenfold compared to 2016, with 4.7 million people registering with the Federal
Emergency Management Agency.60
The U.S. has built a highly efficient society rooted in cheap and quick replacement of losses.
Such a model is expensive and inefficient in the face of more intense weather, the cascading
effects of an interdependent society and economy, and a public sector with ever increasing
demands and fewer available resources. Resources for critical infrastructure investments are
more limited and stretched further than ever before, and the importance of data and transport
networks is greater to the operation and survival of our society than ever before. In a recent
example, since Hurricane Harvey, an entire real estate industry has developed in Houston, Texas,
focused on the buying and selling of flooded homes for redevelopment, in zones which will
almost certainly flood once again.61 Rooted in relatively cheap development prices, welcoming,
scenic communities, and relatively high profit margins, this market in Houston has essentially
created the basis for recurring disasters as developers only provide as much information as
required to consumers, and develop just outside of formally designated FEMA floodplains.62
Building resilient infrastructure thus requires strong political leadership and even stronger
market and regulatory incentives to be achieved.
There is growing recognition of the need for more and higher-quality data and information
on threats and disasters at both national and international levels.63 Within the United States,
several Federal reports have highlighted the importance of both historical and current data on
hazard events and their associated impacts.64 Yet, increased knowledge does not, in and of itself,
necessarily result in improved disaster risk management. Resilience requires the transparent,
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public dissemination of risk-related information, for such information sharing to be networked
and viral rather than being delivered through top-down processes, and for government to
partner with all necessary stakeholders to ensure that comprehensive risk assessments capture
the full risk context of a community and region.65 Further, both government and industry have
increasingly recognized resilience as a means by which to achieve both risk management and
profitability66, and that resilience, must in turn, become more standardized and incentivized
across industrial sectors as well as public jurisdictions67 rooted in a common understanding of
risk and an agenda for risk mitigation.

Trend - Government Is Losing Credibility,
While Being Asked to Deliver More Than
Ever Before
Governing in general, is getting harder. Voters increasingly demand that government deliver
security and prosperity, and particularly in the face of risks, ensure that vital services and
“normal” operations of roads, energy, and general commerce are restored quickly and with
minimal disruption.68 Yet, flat public revenues, distrust, and polarization, hamper government
performance. According to a Gallup Poll survey released in September 2016, only 42 percent
of Americans have a “great deal” or “fair amount” of trust in the country’s political leaders—a
drop of about 20 points since 2004 and a new low for Gallup trends.69 In addition, technology
has expanded the range of players who can block or circumvent political action and have
increasingly helped to make NGOs, corporations, and empowered individuals “public actors.”70
The diffusion of power through technological, economic, and social change also is making
it more difficult for governments to implement effective policies by creating more potential
veto players on issues, reinforcing a gap in expectations.71 Governments must now actively
deal and coordinate with an increasing number of actors—NGOs, corporations, social-media
driven groups, and other entities, as they attempt to fulfill their legal and electoral mandates.
Ironically, for homeland security disciplines like emergency management, this represents a
sort of return to, or evolution of, what has been a reality for local emergency managers for
many years, namely, the need to incorporate effectively all elements of a local community into
disaster-preparedness planning. The difference today, as we have seen in this examination, is
the increased interplay, connectivity, and interdependence of “local” with regional, national and
at times, global threats and stakeholders. The Sendai Framework highlights the importance of
improved governmental coordination, which could help improve government credibility.72

Rationale for Enhancing the Organization
of DHS to Better Account For, Prioritize,
and Act on National Risks
Taken together, the factors, trends and comparison above can be used to imply a four part
rationale for enhancing the organization of DHS to address the problems of coordinating and
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establishing risk-based priorities across the Department, while more fully accounting for and
acting on the priority risks of all DHS stakeholders within and between DHS operational regions.
It is essential to emphasize that the following points are an interpretation and analysis of the
trends and factors outlined above. There is room for debate on each of the following assertions,
and depending on one’s context in the homeland-security enterprise, some of the following
points may seem more or less relevant or accurate. Given these caveats, it is also important
to attempt to understand the sources of current limitations when establishing risk-based
priorities and strategy for the homeland-security enterprise. First, today, no single jurisdiction
or sector of the economy can effectively mitigate risk without the long-term cooperation of
diverse partners. Second, our economy and way of life is highly networked. Third, Federal
homeland security strategy does not effectively define and prioritize national risks, nor does
it meaningfully account for state, local, and private sector risks. Fourth, the legitimacy and
effectiveness of government efforts, at all levels, to deliver homeland security suffers in the
absence of accountability to prioritized risks and inefficient alignment of resources.

Case Study - Brief Comparison and Lessons
from the U.K. Experience with National Risk
Assessment
The following analysis identifies policies and practices from the U.K. experience with national risk
assessment, providing critical insights and guidance for this article’s analysis.
The United Kingdom is presented with a clear, annual statement of the nation’s priority threats
and hazards, and the methods used to arrive at such conclusions. It has also organized itself
to coordinate effectively its various local and central governing authorities when applying this
common methodology and delivering its ultimate product.

U.K. and U.S. Principles
U.K. resilience strategy operates under four broad principles.73 First, contemporary risks are
complex involving multiple hazards and threats; second, local response is the building block of
all resilience efforts; third, multi-agency and jurisdictional inclusiveness is essential to achieving
resilience; and fourth, resilience can only be achieved with transparency and openness. These
principles establish the notion that U.K. resilience strategy must be focused on the most
challenging risks and that determinations of such should be made inclusively and collaboratively.74
Like the opposite side of the same coin, the U.S. Department of Homeland Security’s Office of
Risk Management and Analysis and its successors focus on establishing a common taxonomy of
key terms, while providing specific risk analyses to DHS leadership, and in general, attempting
to ensure coordination amongst the different elements of DHS conducting risk assessments
through the Integrated Risk Management Framework and its Integrated Risk Management Policy
and Directive.75 However, these policies focus more exclusively on the literal coordination and
connection of ongoing, existing risk analyses within the Department and do not establish an
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unambiguous, national policy defining how risk must be used to drive U.S. homeland security
decision making and by which parties. In short, unlike the British experience, where risk is an
imbedded principle of resilience, the American experience is still identifying all the different places
where risk analysis may have application in homeland security and is still grappling with how
risk assessment can be more commonly applied in homeland security decision making. It is an
underlying aspiration instead of an underlying principle.

U.K. and U.S. Jurisdictions
Following the principles identified above, under the British Civil Contingencies Act of 2004 (CCA)76
and the U.K. National Security Strategy (NSS)77, British emergency planning and risk assessment
is inherently inclusive and oriented “bottom up.” As the National Risk Register (NRR)78 describes,
the National Risk Assessment identifies the threats and hazards most pressing to all of Britain, but
accounts for the fact that not all regions of the nation face the same absolute levels of risk and
have in fact their own risk profiles. As a result, local resilience forums79 also conduct their own risk
assessments which result in a parallel series of Community Risk Registers. In this way, localities
are able to place their risk profiles in context with that of the nation, while still utilizing the same,
basic risk assessment process. This standardization of the broad, generic elements of all-hazards
risk assessment enables the U.K. to be flexible and adaptable to meet the largest range of likely
emergencies, with supplementary national or regional capability for less likely events.
Conversely, there simply is no parallel process in the United States. There is no clearly-defined
process for conducting risk assessment that links State and major urban area risk assessments
to national, or federal, risk assessments. States often rely on their natural-hazard focused
Threat and Hazard Impact and Risk Assessment80, while major urban areas facing terror threats
may utilize any number of different sources of intelligence and modeling to define their
threat profile. While instructive as an example, the U.K. does possess different constitutional
traditions, affording the government of the U.K. a different set of customs, norms and
authorities which allow for its National Risk Assessment.

U.K. and U.S. Methods and Process
Under the U.K. NSS81, as directed by the CCA, the U.K. Government has a national risk
assessment capability that identifies, assesses, and determines the impact of risks to the
U.K. over a five year period. The U.K. government utilizes a six-step risk identification and
assessment process, which is split into three phases. Phase One involves defining the nature
and scope of a given risk and utilizes three steps including contextualization of a given threat
or hazard, a detailed review and assessment of the dimensions of the hazard, and finally an
analysis of its potential impact. Phase Two includes Step Four and risk evaluation, in which
threats and hazards presenting significant, national risks are identified, and their likelihood and
impact are used to produce actual risk scores - clear values defining the level of risk a threat
or hazard poses, compared to others. Finally, Phase Three, risk treatment, involves Steps Five
and Six, in which decisions are made on which risks are unacceptably high, and plans and
strategies to mitigate those risks are developed, along with associated capability requirements
to meet planning factors. These steps are undertaken by informed subject-matter experts from
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multiple government agencies and jurisdictional levels.82 Their results, while backed by historical
statistics and trends, are ultimately rooted in expert, professional human judgment.
Compared to the U.S. experience, the U.K. assessment process is flexible enough to account for
a variety of factors that are more difficult to quantify including measures of social disruption
and psychological impact.

U.K. Products, Communication
and Transparency
The U.K. government publishes a National Risk Register (NRR)83, which sets out the assessment
of the likelihood and potential impact of a range of different risks that may directly affect the
U.K. The NRR is designed to increase awareness of the kinds of risks faced in the U.K., and
provides some detail as to what the government and emergency services are doing to prepare for
emergencies. While rooted in the CCA’s84 mandated National Risk Assessment, which is classified,
the NRR is designed to facilitate public debate on security, help all elements of society plan and
prepare for emergencies, and ultimately present a clear, national statement of which threats and
hazards are most pressing for the U.K.
Quite simply, there is no American equivalent to the NRR. As noted above, the Department of
Homeland Security is charged with advancing an “Integrated Risk Management Framework”
and delivering Department decision makers with risk assessments to inform decision making. In
parallel, States routinely conduct Threat and Hazard Impact and Risk Assessments (aka THIRAs)
to inform their mitigation planning and resource allocation decisions, but such assessments,
typically and understandably, focus on natural hazards most impacting typical mitigation
strategies such as levies and retaining walls. States do not publish comprehensive, public
statements of all the threats and hazards facing their jurisdiction.
To some degree, there has been recognition in the United States of this deficit. For
example, Representative Henry Cuellar, when sponsoring legislation aimed at improving the
measurement of federal preparedness grants to states, noted that current grant effectiveness
assessment processes and allocation steps do not effectively account for risk and fail to “take
the guess work out of the equation.” However, such recognition has yet to materialize into a call
for a clear, transparent, national statement on all-hazards risk.

Lessons from the U.K. Experience
Time Horizons
The U.K. risk assessment process clearly defines both short-term and five-year periods of
assessment when defining relative risk values for different threats and hazards. This measure
alone, if standardized in U.S. risk assessment efforts, would greatly improve the nation’s
capacity for considering longer term planning requirements and avoid the classic pitfalls
of seeking immediate gains and benefits while ignoring long term consequences, such as
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excessive development in flood prone areas or not adequately providing for the protection of
major transportation hubs. In addition, the mere act of producing an annual, national, public
statement of the risks facing the nation, would also increase the U.S. ability to reconsider
routinely their risk profile and better consider historical-trends analysis to determine future
requirements. There is, it is important to note, a basis for such reporting by the Federal
government in the National Intelligence Estimates (NIE). NIEs are developed by the U.S.
intelligence community on a consensus basis and typically focus on national security issues
such as state competitors, terrorist organizations, or international issues. The NIE could
serve as a valuable reference for how DHS could develop a similar statement of all-hazards
risk(s), reflecting not only DHS or Federal interests, but also those of state, local, and private
stakeholders.
Negative Externalities
The U.S., and particularly DHS, could likely benefit from the adoption of many of the U.K.’s
methods of assessing risk. In particular, use of a more inclusive, comprehensive risk assessment
process would more than likely allow DHS to better account for the long-term impacts of
economic-development decisions on overall national preparedness.
Transparency and Resulting Transaction Costs
Finally, by having a clearly defined, regularly delivered statement of the top hazards facing the
nation, American emergency planners and policy makers would be able to better coordinate,
justify, and target their preparedness efforts, instead of relying on the often confused
and conflicting picture of risk that exists today. The effectiveness and efficiency of federal
preparedness grant investments would almost certainly improve if based on a nationally
recognized, consensus-based profile of national threats and hazards by helping to remove
politics, at least in part, from such funding decisions.

Summation of Comparison with U.K. National Risk Assessment
The CCA demonstrates that publication of an annual, public statement of national risk
requires a clear legal mandate. As discussed above, at this time in the United States,
homeland security authorities have no legal mandate to deliver an “NRR type” annual report
to the public. Second, assuming such a clear legal mandate for a “U.S. NRR,” the American
homeland security bureaucracy would have to designate one agency or a network of agencies
with clear responsibility and resources for delivering such a product. As illustrated earlier, the
U.S. Department of Homeland Security is currently organized such that a variety of agencies
and offices deliver risk-analysis products, with no clear, central authority on risk assessment.
Third, and perhaps ultimately most important, the American homeland security enterprise
would have to find the political will to not only reference risk in its decision making, but stand
by the results of risk assessments when deciding how to distribute limited resources and
prioritize preparedness efforts. To date, such political will has not been demonstrated by U.S.
homeland security decision makers or the public.
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The Characteristics of the Enhanced
Organization of DHS to Better Account For,
Prioritize, and Act on National Risks
Having evaluated the factors, trends, comparison and rationale outlined above, we can
next identify necessary characteristics of an enhanced organization of the Department
which would allow it to address the problems of coordinating and establishing risk-based
priorities across the Department, while more fully accounting for and acting on the priority
risks of all DHS stakeholders within and between DHS operational regions. First, DHS must
establish prioritized risks for incidents facing the nation, at both the national and regional
levels. Second, when establishing priority national and regional risks, prioritization must
fully account for the diverse interests and risks facing state, local, and territorial jurisdictions
and the private sector.85 Third, the Department of Homeland Security must play a central
role to balance Federal priorities and authorities with those of state, local, and privatesector interests. Fourth, DHS must play a central role when aligning resources, regulations,
incentives, and standards against priority risks at the national and regional levels. Fifth, DHS
must use joint authorities, planning and operations when playing this role, to leverage fully
the whole homeland security enterprise.86
It is important to note that there is already some organizational basis for achieving these five
ends, outlined above, within DHS. As we have seen, recent DHS Secretaries have established
new organizational elements such as the Senior Leaders Council (SLC), Deputy’s Management
Action Group (DMAG), and Joint Task Forces (JTFs). These entities have increased strategic and
operational coordination between and amongst DHS HQ and components. Further, current
resource planning and program-planning guidance are now delivered by the Secretary to
components, through such groups. However, as noted above, such elements remain largely
functions of DHS HQ and do not always reflect the interests and priorities of all homeland
security enterprise stakeholders. Further, the priorities established by such organizational
elements are often focused on near and mid-term issues and priorities, without clear
explanation or rationalization in terms of risk. As noted above, recent GAO examinations have
substantiated such limitations.87

Iterative Progress to Date and Counterpoints
It is important to emphasize that the factors and issues outlined above have not gone unnoticed
or without action at DHS HQ and components. Indeed, the 2010 DHS Bottom Up Review
established:
increasing Accountability as a top priority for future DHS management and operations, so
as to, maximize the performance and resource data [DHS] collect[s] to support strategic
and risk-informed decision-making… improve the effectiveness of the Department
in turning the requirements developed in the QHSR into an acquisition strategy and
expenditure plan, [and] Increase [DHS] analytic capability and capacity by enhancing
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strategic planning, resource allocation, risk analysis, net assessment, modeling capabilities,
statistical analysis, and data collection.88
DHS HQ has established a standardized “Risk Management Plan" for major, new acquisitions
to ensure that all major acquisitions at DHS implement a risk management plan identifying,
managing and mitigating the risks facing major procurement by the Department.89
In another example of iterative progress made on the factors outlined above, the Homeland
Infrastructure Threat and Risk Analysis Center (HITRAC) has, since at least 2012, pursued a five
(5) year Analytic Agenda employing a comprehensive strategy for identifying, prioritizing, and
addressing HITRAC analytic requirements based on rigorous, dynamic analysis of risk-related
body of knowledge. That Agenda is turned into an annualized plan that aligns HITRAC resources
to immediate analytic requirements. Finally, an Annual Production Schedule is developed to
meet partner and stakeholder decision-making needs both for content and for timeliness.
HITRAC leads top-down analysis by assessing legislation, Presidential and DHS directives, and
plans and guidance, while driving product development based on State, local, tribal, territorial,
and private sector bottom-up analytic needs for providing information on the tradeoffs of
current and future risk-management decisions.90
A final example of iterative progress by the Department on risk-based management is its
Integrated Strategy for High-Risk Management. The Integrated Strategy, and its associated
updates have, since 2011:
outlined the Department’s actions to strengthen management functions while addressing
a related High-Risk List designation by the Government Accountability Office (GAO). First
issued in 2011, the biannual Integrated Strategy has been commended by GAO as a best
practice and is now required by statute.91
The Integrated Strategy focuses on a series of “Integrated Priorities,” the first of which is
called “Strengthen Resource Allocation and Reporting Reliability,” which in turn focuses on key
objectives including achieving resource allocation by mission areas, common appropriations
structures for the whole DHS enterprise, and the modernization of DHS financial systems. There
is little doubt that DHS’ demonstrated ability to act on and close out such areas of GAO concern
shows significantly improved management of DHS business functions, based on enterprise risk.
Finally, we must recognize that DHS has indeed established a series of Joint Task Forces
which remain in operation and do incorporate joint operations between and amongst DHS
components and Headquarters. However, they continue to be driven and authorized by existing,
component-based authorities, without more permanent and enduring DHS joint authorities
defined by statute. Were risk-managed networks supported by clear, strong, joint authorities,
they and all their diverse stakeholders would possess a more reliable stream of federal
resources and operational justification.
All of the points and examples above represent progress by the Department towards riskbased management and strategic planning. Such progress has been largely focused on DHS
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Headquarters-based management functions, comes in response to external audits or compliance
functions, and may have been hampered by ongoing reorganization of the Department itself.
The issues which the GAO and stakeholders of all kinds have identified remain with respect to
the Department’s inability to address the problems of coordinating and establishing risk-based
priorities across the Department, while more fully accounting for and acting on the priority risks
of all DHS stakeholders within and between DHS operational regions. Therefore, we continue
our examination below, assessing a series of concepts for the enhancement of the Department’s
organization to account for national risk, including new authorities and organizational models.

Enhancing the Organization of DHS
to Account for National Risk
Network-based Governance and Regionalization
As demonstrated above, the ability of DHS to account for national risk, in partnership with
the rest of the homeland security enterprise is a complex challenge.92 It requires: (1) the
extensive use of diverse, inclusive, expert analysis; (2) the recognition and potential regulation
of interrelationships and dependencies of risks between and amongst various stakeholders,
jurisdictions, and industry sectors; and (3) clear, transparent communication of risk and
competing priorities, in order to arrive at the effective allocation of limited resources.93 National
risk is diverse, continuously changing, shaped by social and political factors as well as data, and
ultimately driven by the need to deliver public value in the form of reduced risk from major
incidents.94 In this dynamic, network-based governance organized around homeland security
regions could be a very powerful tool.
In the context described in this article, network-based governance95 can be defined as: (1)
coordinated, interconnected authorities and resources across multiple jurisdictions and
economic sectors to address common risks; (2) accomplished through decentralized networks
of public and private actors at the regional level; and (3) emphasizing the use of information
sharing, consensus-based decision making and prioritization, incentives, and enforcement.
The graphic below96 illustrates the relationship between increasing demands for public-private
collaboration, and the need for increased management of networks of stakeholders. When
the need for collaboration and networks of stakeholders is low, a classic, vertically integrated
government organizational model can be effective. When the demands for collaboration and
networks of stakeholders are high, networked governance becomes critical, as the means to
ensure cooperation, collaboration and responsiveness to pressing issues or, in this case, risks.
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Figure 1 Illustration of the relationship between increasing demands for public-private collaboration, and
the need for increased management of networks of stakeholders

A one-size-fits-all, top-down national-risk management organization will not work in the U.S.,
nor will a completely Federally-driven approach. Instead, DHS could best address national risk
through the establishment of regional networks of stakeholders around the management of
priority risks within a given region, between regions, and finally, nationally. Stated differently, DHS
HQ in partnership with DHS components could take far greater advantage of DHS components’
existing regional constructs, to coordinate and maximize the impact of DHS assets with state,
local and private sector partners. This could be done in a way that avoids creating new layers of
bureaucracy, but still increases coordination and cooperation between existing regional elements,
based on prioritized risks at the regional and local levels. Such regionalization would be vital for
DHS to account for the complexity of national risk, and ensure responsiveness and accountability
to state, local, private, and non-profit stakeholders, while maintaining cohesive overall national
management of such risk. As noted earlier, some elements of DHS are already moving in such a
direction. The National Risk Management Center (NRMC), for example, is the
Cybersecurity and Infrastructure Security Agency’s (CISA) planning, analysis, and
collaboration center, working to identify and address the most significant risks to the
Nation’s critical infrastructure. Through the NRMC’s collaborative efforts with the private
sector, government agencies, and other key stakeholders, the CISA works to identify,
analyze, prioritize, and manage high-consequence threats to critical infrastructure through
a crosscutting risk management paradigm.97
CISA has also recently reorganized itself to place far greater emphasis on its operational regions.98
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Such a dichotomy is well illustrated in Stanley McChrystal’s Team of Teams.99 One could think
of our current, vertically-oriented way of governing risks as the “Command and Hierarchy” line
in the graphic below100, in which each level has its own priority risk(s), stakeholders are neatly
broken out by lines of authority and type, and each is solely responsible for their own risks,
but has no reason nor incentive to collaborate with any other level of governance. In such a
model, authority and “turf” are clear, but collaboration is low and the ability to address risks
which cut across levels of authority is equally low. One could next think of the “Command of
Teams” line as DHS’ nascent efforts at joint task forces or interagency task forces, intended to
bring together interdisciplinary teams which each focus on a particular risk, for example border
security, under the command (or joint command) of a Federal agency. In this case, collaboration
has increased, as has multi-jurisdictional collaboration on a common risk, but the unit can only
focus on its particular priority risk, and can only do so under the hierarchical authority of a
“lead agency.” Finally, in the “Team of Teams” line, we can see a notional depiction of networkbased governance at the regional level for priority risks, in which multi-stakeholder networks
collaborate to address the priority risks in their own region, and, through the coordination of
DHS, the nation, from one set of regional networks, to the others. In this way, the strengths and
interests of all stakeholders are put to the greatest use against common priority risks, while
overall national risk is managed between and amongst regional networks.

Source: Team of Teams by General Stanley McChrystal

Figure 2 Illustration of Potential Evolution of DHS National Risk Management from a Command and
Hierarchy Model to a Regionally-Focused Network-based Model of Prioritized Risk Management

To achieve such network-based governance over regional risks, the Department should place
greater emphasis on regionalization to address the problems of coordinating and establishing
risk-based priorities across the Department, while more fully accounting for and acting on
the priority risks of all DHS stakeholders within and between DHS operational regions. The
full, functional integration of all DHS component regional offices is not realistic in the short
and medium terms, for political and logistical reasons discussed above, most poignantly
including competing jurisdictional authorities between and amongst DHS components and
Congressional committees and leaders, as well as the often divergent operational cultures
and histories of different agencies. Instead, the key to enhanced regionalization is the use of
networked relationships and decision making. For DHS to serve as the lead “node” in a series
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of networks focused on mitigating priority risks within and between regions, its operational
components would have to significantly increase the coordination of their regional operations.
Such coordination would be essential when leading networks of state, local, territorial, private
and non-private stakeholders, all of whom would consider any element of DHS to be “DHS” and
have little patience for parochial, component-based divisions or rivalries. Further, only through
such heightened coordination in the regions could DHS effectively marshal the full weight of its
existing authorities and resources to have the greatest impact within a network to mitigate risks
and enforce priorities with so many diverse partners. There is no doubt that DHS component
regional offices are a step towards such enhanced coordination. FEMA Regional offices are
often very much at the heart of major incident responses. The newly created DHS Cybersecurity
and Infrastructure Security Agency has a plan for “enhanced regionalization.”101 However,
such offices have varying degrees of coordination between and amongst each other (e.g.
different DHS components), and with their DC-based headquarters offices.102 Thus, increased
regionalization would take the form of heightened coordination between and amongst DHS
components within regions; greater operational emphasis on regional operations by DHS
components, relative to their headquarters; and the presentation of a unified, DHS “front”
when engaging with diverse stakeholders on prioritized risks.
In addition, DHS’s operational regions would engage the Federal interagency, as well as
state, local, and major urban area governments, the private sector and non-profit sectors to
identify and prioritize risks facing their particular region, and, through the active coordination
of DHS headquarters, identify and prioritize those risks cutting across particular regions and
nationwide. By combining both “top down” and “bottom up” priorities, DHS would ensure
that priority risks were properly contextualized relative to each other at both the national and
regional levels, and fully account for the interests and needs of not only Federal authorities, but
truly national authorities.
The use of networks and regionalization would result in significant benefits. National homeland
security strategy would become rooted in the priorities and partnerships developed at the
national and regional levels to address such priority risks. Such networks would ensure the
efficient use of limited resources through complementary mitigation efforts; the full exchange
of critical data and information necessary to identify, understand and prioritize risks; the
understanding of the interactions of risks between and amongst each other, and between and
amongst different jurisdictions and stakeholders; the influence of worsening environmental
conditions, instead of reliance on past trends; the incorporation of lessons learned from
disasters including identification of outdated and ineffective methods of risk mitigation; and
the laws, regulations, incentives, penalties, funding, enforcement, and leaders required to
ensure the ultimate mitigation of risk. In this way, DHS would remain respectful and cognizant
of the interests and authorities of all stakeholders, while ensuring that a national and regional
perspective prevailed over parochialism. Each network would develop a strategy properly
tailored to the realities of a particular risk and/or region. Where the leadership of a Federal
agency was required, on a border security risk, for example, Federal management would be
appropriate. Where the leadership of a State or major urban area would prove most effective,
on a regional flood mitigation risk, for example, they would lead. Where the management
and focus of the private sector proved most essential, on the resilience of the energy grid, for
example, the private sector would serve as the hub of the network.
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Such a networked approach would significantly increase the strength of necessary funding and
investment proposals at all levels of government and the private sector. This is so because such
proposals would represent the inclusive consensus of a broad cross-section of interagency and
intergovernmental stakeholders. This would make it difficult for appropriators to deny the sheer
weight of opinion and purpose behind such network-based proposals.
A networked approach could also potentially offer significant political benefits. By focusing on
facilitated consensus and regionally-based identification of priority risks, all parties involved,
particularly those representing state and local governments, would benefit from clearer and
more direct representation of the priorities of divergent jurisdictions and economic sectors.
Such representation would provide a degree of “cover” for elected officials, ensuring they
had a forum in which to advocate for their particular jurisdiction, constituents, or sector. Such
representation would, in turn, result in greater accountability of government and industry
to the general public, by more effectively communicating the prioritization of risks and the
measures proposed for their mitigation. Enforcement of resulting mitigation strategies would,
in theory, be stronger because of the mutually reinforcing oversight of the whole network –
transparency and accountability would ensure praise, recognition and market incentives, but
also condemnation and enforcement actions, as required. Stronger representation and greater
accountability would, in turn, provide much stronger justification for risk mitigation funding
requests, particularly at the Federal level but also at the state and major municipal levels, as
appropriating legislatures would have no choice but to recognize the sheer force of public and
private will embodied by the priorities and proposals of each risk network. Network funding
proposals would represent the unified, consensus-based proposal of the whole network.
Finally, a networked approach would help to ensure far greater cooperation and coordination
on the execution of risk-mitigation activities across the diverse partners composing a regional
risk-management network. Such coordination would ensure respect for particular leaders or
jurisdictions which sought more direct responsibility for a particular mitigation priority, while
also ensuring cooperation between and amongst partners where appropriate and preferred.
In addition to regionalization and the use of network-based governance outlined above,
DHS should consider two additional types of enhanced authorities to further advance its
organization and ability to account for national risk.

Trans-Regional, Multi-Functional,
Priority-Risk-Based Authorities for the
Secretary of DHS
Building on a greater emphasis on regionalization, the Secretary of DHS would likely require
new authorities to, on a limited basis, allocate/reallocate select assets, personnel and resources,
nationwide, and on a fixed-term basis, to align effectively the Department’s authorities and
resources within and between operational regions to best support the risk mitigation networks
established under this new form of network-federalist national security strategy. Legislation
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would likely be required to empower the Secretary, and perhaps the Deputy’s Management
Action Group (DMAG) with the authority to resolve differences and establish priorities for
missions that cut across different DHS components, missions, and regions. This course of action
would place the Secretary and, by extension the DMAG, in a more direct, joint leadership role
in ongoing DHS operations.103 Such authority would serve to accelerate DHS decision-making
and response times, precluding or truncating prolonged DHS headquarters versus components
conflicts in Washington, DC, as well as fights between components’ headquarters and their own
regional offices. It would allow for the clear definition and enforcement of priorities across the
Department. Moreover, it would almost surely reduce the development of an “islands unto
themselves” identity which lingers in some component regional operations. For the first time,
the Secretary would have the kind of authority required to achieve the coordination between
and amongst DHS components originally envisioned in the Homeland Security Act.104

Joint Authorities
Building on the concepts outlined above, clearer Federal authorities for DHS joint operations,
focused on common, national, risk-based priorities would likely be required to enable fully
increased regionalization, TMP authorities, and risk management networks. While DHS
operational components certainly possess the ability, will, and authority to partner with one
another on, for example, the current Joint Task Forces in operation nationwide focused on border
security and immigration enforcement, they lack strong, permanent authorities to fund and fully
enable such joint operations. Stated differently, DHS joint operations are rooted in good will and
the strength of direction from the DHS Secretary. Were risk-managed networks, as proposed in
this discussion, supported by clear, strong joint authorities, they and all their diverse stakeholders
would possess a more reliable stream of federal resources and operational justification. It would
demonstrate a stronger, more lasting commitment to risk mitigation leadership by DHS, to
state, local, private and non-profit partners, while further empowering the Secretary to ensure
coordination across the Department nationally and in the regions, and with all stakeholders. By
focusing on joint-ness, instead of full integration, it would preserve the integrity, identity, and
authorities of DHS’ existing operational components.

CONCLUSION
A set of significant and pressing factors and trends creates a strong impetus for the
enhancement of the organization of DHS to address the problems of coordinating and
establishing risk-based priorities across the Department, while more fully accounting for and
acting on the priority risks of all DHS stakeholders within and between DHS operational regions.
Through enhanced regionalization and the creation of TMP and Joint authorities, DHS can
maintain the strengths of its component-based authorities, resources, expertise and experience,
while instituting organizational reforms allowing it to set clearer and stronger Departmental
priorities, and more fully accounting for the vital interests of its diverse stakeholders – all
rooted in risk.
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APPENDIX 1 – Definitions of Key Terms
The DHS Risk Lexicon and associated risk doctrine105 have been used to define a set of terms
critical to this paper’s analysis.
DHS: It is the role of United States Department of Homeland Security (DHS) and its partners
from all levels and types of government, and the private and non-profit sectors, to understand
and manage the myriad homeland security risks facing the United States. The U.S. homeland
security environment is complex, interconnected, interdependent, and characterized by
competing interests. Such interests must be balanced, through the coordination of the whole
homeland security enterprise, to ensure the achievement of prioritized national objectives
which maximize the value added by limited resources and achieve national risk management.106
Incident: Occurrence, caused by either human action or natural phenomena that may cause
harm and that may require action (e.g. DHS plays a role in reducing the risk of an incident in the
United States.)
Mitigation: Ongoing and sustained action taken prior to, during or after an incident occurrence,
to reduce the probability of, or lessen the impact of, an adverse incident.
National Risk: Derived directly from the language of Presidential Policy Directive-8 (PPD8) and referencing the DHS Risk Lexicon’s core definition of Risk, National Risk is defined as
those threats posing the greatest risk to the security of the whole of the nation, including
acts of terrorism, cyber-attacks, pandemics, and catastrophic natural disasters, requiring the
achievement of an integrated, layered, and all-of-Nation preparedness approach that optimizes
the use of available resources. Therefore, National Risk is rooted in the DHS Lexicon’s core
definition of “Risk,” applying that core definition to the whole of Nation (e.g. the potential for an
adverse outcome assessed as a function of threats, vulnerabilities, and consequences associated
with an incident, event, or occurrence of any kind, for the whole of nation).107
Resilience: The ability of systems, infrastructures, government, business, and citizenry to resist,
absorb, recover from, or adapt to an adverse occurrence that may cause harm, destruction, or
loss of national significance.
Risk: The potential for an adverse outcome assessed as a function of threats, vulnerabilities,
and consequences associated with an incident, event, or occurrence of any kind, natural or
human-made (with the exception of threats borne from foreign state actors, which are handled
primarily by the U.S. Department of Defense).
Threat: Natural or man-made occurrence(s), individual, entity, or action that has or indicates
the potential to harm life, information, operations, the environment, and/or property.

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

26

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

Copyright
Copyright © 2020 by the author(s). Homeland Security Affairs is an academic journal available
free of charge to individuals and institutions. Because the purpose of this publication is the
widest possible dissemination of knowledge, copies of this journal and the articles contained
herein may be printed or downloaded and redistributed for personal, research or educational
purposes free of charge and without permission. Any commercial use of Homeland Security
Affairs or the articles published herein is expressly prohibited without the written consent of
the copyright holder. The copyright of all articles published in Homeland Security Affairs rests
with the author(s) of the article. Homeland Security Affairs is the online journal of the Naval
Postgraduate School Center for Homeland Defense and Security (CHDS).

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

27

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

Endnotes
1. United States Constitution, Article 1, Section 8, and Amendment 10 (1787).
2. National League of Cities v. Usery, 425 U.S. 833 (1976), “The States are integral parts of the constitutional structure and are
immune from direct regulation by the federal argument at least with respect to ‘integral’ government functions.”

3. Homeland Security Risk Assessment, “Volume 1: Setting,” June 16, 2006, Homeland Security Institute, 23- 24.
4. B. Ezell et al., “Probabilistic Risk Analysis and Terrorism Risk,” (Society for Risk Analysis, Vol 30), 4, DOI: 10.1111/j.15396924.2010.01401.

5. GAO-08-852, “DHS Risk-Based Grant Methodology is Reasonable, But Current Version’s Measure of Vulnerability is
Limited,” Figure 2: Evolution of DHS’s Risk-based formula, June, 2008, 8.

6. John Wu, “Fire Service Response to the Threat of Terrorism, in The First 72 Hours: A Community Approach to Disaster
Approach, Margaret O’Leary (Eds.) (2004), (New York: Universe!, Inc., 2004), 227.

7. See for Example: Terrorism Risk Assessment & Management, “Methodology Description,” SAIC for the United States
Department of Homeland Security, March 19, 2010.

8. Peter L. Bernstein, Against the Gods, (John Wiley & Sons, United States), (1998): 325, 328.
9. National Commission on Terrorist Attacks upon the United States, Philip Zelikow, Executive Director; Bonnie D. Jenkins,
Counsel; Ernest R. May, Senior Advisor, The 9/11 Commission Report, (New York: W.W. Norton & Company, 2004),
391 and 396.

10. Ibid., 391 and 396.
11. Committee to Review the Department of Homeland Security’s Approach to Risk Analysis; National Research Council,
National Academy of Sciences, Review of the Department of Homeland Security’s Approach to Risk Analysis,
http://www.nap.edu/catalog/12972.html, Last Accessed 4/19/18.

12. Committee to Review the Department of Homeland Security’s Approach to Risk Analysis; National Research Council,
National Academy of Sciences, Review of the Department of Homeland Security’s Approach to Risk Analysis,
Downloaded from: http://www.nap.edu/catalog/12972.html, 9/20/2010. Last Accessed 4/7/18 .

13. Michael Chertoff, Homeland Security – Assessing the First Five Years, (Philadelphia: U. Penn Press, 2009), Chapter 11.
14. Henry H. Willis, et al., Homeland Security National Risk Characterization – Risk Assessment Methodology, RAND
Corporation, 2018.

15. Ibid.
16. Ibid.
17. GAO-08-852, “DHS Risk-Based Grant Methodology is Reasonable, But Current Version’s Measure of Vulnerability is
Limited,” Figure 2: Evolution of DHS’s Risk-based formula, (June 2008), 8.

18. Joe Eyerman and David H. Schanzer, “Strategic Risk Management in Government: A Look at Homeland Security,” (IBM
Center for the Business of Government, 2009), 13.

19. See, for example, Quadrennial Homeland Security Review Report: A Strategic Framework for a Secure Homeland,” Part IV:
Overview of Homeland Security Missions, “Establish an approach to national-level homeland security risk assessments:
Develop and implement a methodology to conduct national-level homeland security risk assessments,” (February, 2010).

20. For example, United States Department of Homeland Security, 2014 Quadrennial Homeland Security Review, U.S. Federal
Government, https://www.dhs.gov/sites/default/files/publications/2014-qhsr-final-508.pdf, 53, Last Accessed, 4/19/18.

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

28

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

21. GAO, Testimony Before the Subcommittee on Transportation Security and Infrastructure Protection, Homeland Security
Committee, House of Representatives, Strengthening the Use of Risk Management Principles in Homeland Security,
Statement of Norman J. Rabkin, Managing Director, Homeland Security and Justice,6/25/2008.

22. National Commission on Terrorist Attacks upon the United States, 391 and 396.
23. GAO, Testimony Before the Subcommittee on Transportation Security and Infrastructure Protection, Homeland Security
Committee, House of Representatives, Strengthening the Use of Risk Management Principles in Homeland Security,
Statement of Norman J. Rabkin, Managing Director, Homeland Security and Justice, 6/25/2008.

24. ReliefWeb, Annual Disaster Statistical Review 2016: The Numbers and Trends – World, Center for Research on the
Epidemiology of Disasters, Published 10/31/2017, https://reliefweb.int/report/world/annual-disaster-statistical-review2016-numbers-and-trends, Last Accessed, 4/17/18.

25. Ker Than, “Scientists: Natural Disasters Becoming More Common,” (Live Science. 10/17/2005), 08:50 EST,
https://www.livescience.com/414-scientists-natural-disasters-common.html , Last Accessed, 4/17/2018 .

26. Disaster Survival Resources, “U.S. Disaster Statistics,” 3/23/18, http://www.disaster-survival-resources.com/us-disasterstatistics.html/ Last Accessed, 4/17/18.

27. Ker Than, “Scientists: Natural Disasters Becoming More Common,” (Live Science. 10/17/2005), 08:50 EST.
https://www.livescience.com/414-scientists-natural-disasters-common.html. (Last Accessed), 4/17/2018.

28. Ibid.
29. Climate Science Special Report, Executive Summary – Highlights of the Findings of the U.S. Global Change Research
Program Climate Science Special Report, 12/18/2017,
https://science2017.globalchange.gov/chapter/executive-summary/. Last Accessed, 4/17/2018.

30. ReliefWeb, Annual Disaster Statistical Review 2016: The Numbers and Trends – World. Center for Research on the
Epidemiology of Disasters, Published 10/31/2017, https://reliefweb.int/report/world/annual-disaster-statistical-review2016-numbers-and-trends. Last Accessed, 4/17/18.
Climate Science Special Report, Executive Summary – Highlights of the Findings of the U.S. Global Change Research
Program Climate Science Special Report, 12/18/2017, https://science2017.globalchange.gov/chapter/executive-summary/.
Last Accessed, 4/17/2018.

31. Ibid.
32. Ibid.
33. Ibid.
34. Climate Science Special Report, Executive Summary – Highlights of the Findings of the U.S. Global Change Research
Program Climate Science Special Report, 12/18/2017, https://science2017.globalchange.gov/chapter/executive-summary/.
Last Accessed, 4/17/2018.

35. Carbon Brief, “Issues of Resilience, Interdependence and Growth Affect Global Climate Change Risk,”
https://www.carbonbrief.org/issues-of-resilience-interdependence-and-growth-affect-global-climate-change-risk.
2/20/2014, Last Accessed, 4/17/2018.

36. Maxx Dilley, et al., Natural Disaster Hotspots - A Global Risk Analysis, (The World Bank, Hazard Management Unit,
Washington, D.C.), 2005.

37. Ibid.
38. Umair Irfan and Brian Resnick, “Disasters 2017: The Devastating Hurricanes, Fires, Floods, and Heat, Explained,”
(Vox, Updated Jan 8, 2018), 1:21pm EST. https://www.vox.com/energy-and-environment/2017/12/28/16795490/naturaldisasters-2017-hurricanes-wildfires-heat-climate-change-cost-deaths. Last Accessed, 4/17/18.

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

29

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

39. Emma Bowden, “Disaster Costs Jumped Over 60% This Year to $306 Billion, ” (CNN Money, December 20, 2017, 11:15 AM
EST), http://money.cnn.com/2017/12/20/news/economy/disasters-hurricanes-wildfires-cost/index.html. Last Accessed,
4/17/18.

40. Simon Romero, “Houston Speculators Make a Fast Buck From Storm’s Misery,” (The New York Times, 3/23/2018),
https://nyti.ms/2G6scex. Last Accessed, 4/17/2018.

41. Ibid.
42. Ibid.
43. Ibid.
44. Dave Mosher and Skye Gould, “How Likely are Foreign Terrorists to Kill Americans? The Odds May Surprise You,” (Business
Insider, 1/31/2017), 2136 e.s.t., http://www.businessinsider.com/death-risk-statistics-terrorism-disease-accidents-2017-1.
Last Accessed, 4/19/18.

45. Ibid.
46. Ibid.
47. Ibid.
48. Dave Roser, Mohamed Nagdy, and Hannah Ritchie, “Terrorism - Our World in Data,” (First Published, 7/2013, Last Revised,
1/2018, https://ourworldindata.org/terrorism), Last Accessed, 3/23/18.

49. Shade Shutters and Laurie Mazur, “Human Society is Totally Interdependent - That’s a Huge Advantage, but Also a Huge
Survival Risk,” (Quartz. 5/2/2017), https://qz.com/960232/human-society-is-totally-interdependent-thats-a-hugeadvantage-but-also-a-huge-survival-risk/, Last Accessed, 4/17/2018.

50. Stephen Goldsmith and William D. Eggers, Governing by Network – The New Shape of the Public Sector, Innovations in
American Government, (The John F. Kennedy School of Government, Harvard University, Brookings Institution Press,
Washington, D.C., 2004), Chapter 1.

51. Shade Shutters and Laurie Mazur, “Human Society is Totally Interdependent - That’s a Huge Advantage, but Also a Huge
Survival Risk,”

52. Ibid.
53. Antonella Cavallo and Vernon Ireland, Preparing for Complex Interdependent Risks: A System of Systems Approach
to Building Disaster Resilience, Prepared for the Global Assessment Report on Disaster Risk Reduction 2015,
(Entrepreneurship, Commercialization and Innovation Centre (ECIC), University of Adelaide, Australia), 1/6/2014.

54. Ibid.
55. Howard Kunreuther, “The Weakest Link: Managing Risk Through Interdependent Strategies,” in Paul R. Kleindorfer and
Yoram Wind (eds.), The Network Challenge: Strategy, Profit and Risk in an Interlinked World, (Upper Saddle River, NJ:
University of Pennsylvania, Wharton School Publishing 2009).

56. Ibid.
57. Maxx Dilley, et al., Natural Disaster Hotspots - A Global Risk Analysis, (The World Bank, Hazard Management Unit,
Washington, D.C.), 2005.

58. Umair Irfan and Brian Resnick, “Disasters 2017: The Devastating Hurricanes, Fires, Floods, and Heat, Explained,” (Vox,
Updated Jan 8, 2018, 1:21pm EST. https://www.vox.com/energy-and-environment/2017/12/28/16795490/naturaldisasters-2017-hurricanes-wildfires-heat-climate-change-cost-deaths,) Last Accessed, 4/17/18.

59. Ibid.
60. Ibid.

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

30

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

61. Simon Romero, “Houston Speculators Make a Fast Buck From Storm’s Misery,”
(The New York Times, 3/23/2018), https://nyti.ms/2G6scex. Last Accessed, 4/17/2018.

62. Ibid.
63. Antonella Cavallo and Vernon Ireland, “Preparing for Complex Interdependent Risks: A System of Systems Approach
to Building Disaster Resilience,” Prepared for the Global Assessment Report on Disaster Risk Reduction 2015,
(Entrepreneurship, Commercialization and Innovation Centre (ECIC), University of Adelaide, Australia), 1/6/2014.

64. Ibid.
65. Ibid.
66. Jo Confino, “Sustainable Corporations Perform Better Financially, Report Finds,” (The Guardian, 9/23/14, https://
www.theguardian.com/sustainable-business/2014/sep/23/business-companies-profit-cdp-report-climate-changesustainability,) Last Accessed, 4/19/2018.

67. Howard Kunreuther, “The Weakest Link: Managing Risk Through Interdependent Strategies,” and Paul R. Kleindorfer
and Yoram Wind (eds.), The Network Challenge: Strategy, Profit and Risk in an Interlinked World, (Upper Saddle River, NJ:
University of Pennsylvania, Wharton School Publishing, 2009).

68. Office of the Director of National Intelligence, “Global Trends Report – How People Govern,”
https://www.dni.gov/index.php/key-global-trends/how-people-govern, Last Accessed, 4/17/2018.

69. Ibid.
70. Ibid.
71. Ibid.
72. United Nations Office for Disaster Risk Reduction (UNISDR), “UN General Assembly Endorses Global Disaster Risk Plan,”
(3/24/18, https://www.unisdr.org/archive/44677 , Last Accessed, 4/17/18).

73. John Tesh, Civil Contingencies Secretariat, Cabinet Office, (U.K. National Resilience Planning Assumptions, Official
Presentation to Federal Emergency Management Agency 7/20/2007, Cabinet Office), 2010.

74. OECD, The U.K.’s National Risk Assessment, www.oecd.org,
(SEE Objective 2 – “inform National Resilience Planning Assumptions”), Last Accessed, 10/14/19.

75. Risk Steering Committee, United States Department of Homeland Security, DHS Risk Lexicon,
(2010 Edition, United States Government, September, 2010).

76. The National Archives of Her Majesties Government, Official Text of the Civil Contingencies Act of 2004,
(www.legislation.gov.U.K./U.K.pga/2004/36/contents), Last Accessed, March, 2011.

77. Cabinet Office, A Strong Britain in an Age of Uncertainty – The National Security Strategy,
(www.cabinetoffice.gov.U.K./news/national-security-strategy. ), Last Accessed, 4/21/11.

78. Cabinet Office, National Risk Register of Civil Emergencies – 2017 Edition,
(Cabinet Office, Government of the United Kingdom), 2017.

79. GOV.UK. Guidance – Local Resilience Forums, (www.gov.uk/guidance/local-resilience forums-contact-details),
Last Accessed, 10/14/19.

80. Example: Federal Emergency Management Agency, State Multi-Hazard Mitigation Planning Guidance aka “Blue Book,”
(United States Government, 3/10/2009).

81. Cabinet Office, A Strong Britain in an Age of Uncertainty – The National Security Strategy, (www.cabinetoffice.gov.U.K./
news/national-security-strategy, 4/21/11).

82. Cabinet Office, National Risk Register, (www.cabinetoffice.gov.U.K., 2008).

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

31

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

83. Cabinet Office, National Risk Register, (www.cabinetoffice.gov.U.K./resource-library/national-risk-register, 4/21/2011).
84. The National Archives of Her Majesties Government, Official Text of the Civil Contingencies Act of 2004, (As downloaded
from: www.legislation.gov.U.K./U.K.pga/2004/36/contents), March, 2011.

85. Jane Fedorowicz and Steve Sawyer, Designing Collaborative Networks - Lessons Learned from Public Safety, (IBM Center
for the Business of Government, Collaborating Across Boundaries Series), 2012.

86. Elaine C. Kamarck, “Applying 21st-Century Government to the Challenge of Homeland Security,” (New Ways to Manage
Series, John F. Kennedy School of Government, Harvard University, The Price Waterhouse Coopers Endowment for the
Business of Government), 6/2002.

87. United States Government Accountability Office, “Quadrennial Homeland Security Review: Improved Risk Analysis and
Stakeholder Consultations Could Enhance Future Reviews,” (GAO-16-371, Published: Apr 15, 2016), Publicly Released:
Apr 15, 2016; and, United States Government Accountability Office, “Clearer Roles and Responsibilities for the Office of
Strategy, Policy, and Plans and Workforce Planning Would Enhance Its Effectiveness,” (GAO-18-590, Published: Sep 19,
2018), Publicly Released: Sep 19, 2018.

88. United States Department of Homeland Security, “Bottom-Up Review,” (July, 2010, U.S. DHS, Washington, DC, 2010).
89. United States Department of Homeland Security, Under-Secretary for Management, PARM, “DHS Risk Management Plan,”
(US DHS, 2019, as amended).

90. United States Department of Homeland Security, National Protection and Programs Directorate,
The Office of Infrastructure Protection, “Homeland Infrastructure Threat and Risk Analysis Center (HITRAC)
Infrastructure Analytic Requirements Collection and Prioritization,” (October 2, 2012, DHS Unclassified Briefing).

91. United States Department of Homeland Security, Integrated Strategy for High-Risk Management - Strengthening
Management Functions - A Biannual Update to the Government Accountability Office,
(United States Government, March, 2017).

92. David J. Snowden and Mary E. Boone, “A Leader’s Framework for Decision Making,” Harvard Business Review, November,
2007, (https://hbr.org/2007/11/a-leaders-framework-for-decision-making, Last Accessed, 4/7/18).

93. John M. Kamensky, “The Art of Networking Government,” (11/15/12, http://www.governing.com/blogs/bfc/colcollaborative-networks-public-safety-ibm-center-report.html. Last Accessed, 4/17/18).

94. Sayed Shah, Innovation in Governance and Public Services,
(https://www.slideshare.net/syedkshah2/innovation-in-governance-ppt, Last Accessed, 4/7/18).

95. Ibid.
96. Rodrigo Sandoval-Almazán et al., “Networked Government and Interoperability,” (Building Digital Government Strategies,
8/3/17, https://link.springer.com/chapter/10.1007/978-3-319-60348-3_5, Last Accessed, 4/7/18).

97. Stephen Goldsmith and William D. Eggers, Governing By Network – The New Shape of the Public Sector,
(Innovations in American Government, The John F. Kennedy School of Government, Harvard University,
Brookings Institution Press, Washington, D.C., 2004), Chapter 1.

98. https://www.dhs.gov/cisa/national-risk-management, Last Accessed, 5/31/2019.
99. https://www.dhs.gov/keywords/regionalization-enhancement-plan, Last Accessed, 5/31/2019.
100. Anne-Marie Slaughter, The Chessboard and the Web, (Yale University Press, 2017, Pg. 114).
101. Stanley A. McChrystal et al., Team of Teams: New Rules of Engagement for a Complex World,
(Portfolio/Penguin, New York, New York, 2015).

102. U.S. DHS, https://www.dhs.gov/taxonomy/term/7420/all/feed, (Last Accessed, 10/15/19).

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

32

Enhancing the Organization of the United States Department of Homeland Security
to Account for National Risk | By Michael H. Brody

103. Kiki Caruson, Susan A. MacManus, Matthew Kohen, and Thomas A. Watson, “Homeland Security Preparedness:
The Rebirth of Regionalism,” (Publius 35, no. 1 (2005): 143-68), http://www.jstor.org/stable/4624705.

104. It would, for the first time, create the basis for a true, DHS “joint” operational authority, using prioritized risks and
national and regional networks of stakeholders led and coordinated by DHS as the basis of operations.

105. Homeland Security Act of 2002, 6 U.S. Code, Chapter 1, § 112.Secretary; functions, (November 25, 2002).
106. United States Department of Homeland Security, DHS Risk Lexicon, (Office of Risk Management and Analysis,
National Protection and Programs Directorate, United States Department of Homeland Security, September, 2010).

107. United States Department of Homeland Security, Risk Management Fundamentals – Homeland Security Risk
Management Doctrine, (National Protection and Programs Directorate, United States Department of Homeland Security.
April, 2011).

108. Barack Obama, President of the United States of America, Presidential Policy Directive 8 (PPD-8), (United States,
The White House, 3/30/2011), Retrieved from www.dhs.gov, Last Accessed, 10/14/19.

Homeland Security Affairs

| Volume 16 – Article 3 (April 2020) |

WWW.HSAJ.ORG

