
Notes From The Editor

Person Attribute Search For Large-Area Video 
Surveillance

Jason Thornton, Jeanette Baran-Gale, Daniel Butler, Michael 
Chan, Heather Zwahlen

Measuring the Human Factor of  Cyber Security
Brian M. Bowen, Ramaswamy Devarajan, Salvatore Stolfo

Integrated PMR-Broadband-IP Network for Secure 
Realtime Multimedia Information Sharing

Sebastian Subik and Christian Wietfeld

Database of  High-Z Signatures in Cargo
Ron Bentley

Tunable, Self-curing Polymers for the Forensic 
Collection of Latent Signatures from Within Porous 
Materials

Joseph E. Chipuk, Carolyn L. Mazzitelli, J. Kirby Kendall, Stephen 
D. Straight, Melissa A. Reaves, and Sara C. Chamberlin

ISSN 1558-643X  WWW.HSAJ.ORG

The Journal of the Naval Postgraduate School Center for Homeland Defense and Security 

IEEE 2011 Conference on Technology for Homeland Security: Best Papers

SUPPLEMENT NO. 5: MAY 2012

HOMELAND SECURITY AFFAIRS

As  the field of homeland  defense and 
security expands  and matures, the 
c o n t r i b u t i o n s  f r o m v a r i o u s 
disciplines  become ever more 
important. Particularly exciting are 
technical advances that have real-
world application to homeland 
security practices. For this  reason, 
Homeland Security Affairs  is pleased 
to partner, for the second year, with 
the IEEE in  presenting the best 
papers  from  the Conference on 
Technologies for Homeland Security.

The 2011 HST Conference drew 
attendees from  federal agencies, 
universities, national laboratories, 
federally funded research and 
d e v e l o p m e n t c e n t e r s , s m a l l 
businesses, and industry. Peer-
reviewed technical papers  were 
o r g a n i z e d a l o n g f o u r t r a c k s 
highlighting  emerging technologies 
in  the areas of (1) cyber security; (2) 
attack  and disaster preparation, 
recovery, and response; (3) land and 
maritime  border security; and  (4) 
biometric, forensics, and physical 
security. One paper from each of 
these tracks was selected as  the  “best 
paper”; a fifth  paper was  awarded 
as  the  “best paper” from  the 
conference as a whole. 

The practical application of the 
technological innovations  presented 
in  these  papers  adds  to the overall 
strength  of homeland security 
efforts. As always, we welcome your 
c o m m e n t s  a n d o p i n i o n s  a t 
www.hsaj.org.

http://WWW.HSAJ.ORG
http://WWW.HSAJ.ORG
http://www.hsaj.org
http://www.hsaj.org


Notes From The Editor

As the field of homeland defense and security  expands and matures, the contributions from 
various disciplines become ever  more important. Particularly  exciting  are technical  advances 
that  have real-world application  to homeland security  practices. For  this reason, Homeland 
Security Affairs  is pleased to partner, for  the second year, with  the IEEE in presenting the best 
papers from the Conference on Technologies for Homeland Security.

The 2011  HST  Conference drew  attendees from  federal  agencies,  universities,  national 
laboratories, federally  funded research  and development  centers, small businesses,  and 
industry.  Peer-reviewed technical papers were organized along  four  tracks highlighting 
emerging  technologies in  the areas of (1) cyber  security; (2) attack  and disaster  preparation, 
recovery, and response; (3) land and maritime border  security; and (4)  biometric, forensics,  and 
physical security.

The award of best  paper  of the conference went to “Person Attribute Search  for Large-
area  Video Surveillance” by  Jason  Thornton and others.  This research  offers video analytics 
to enable an  operator  to search through large volumes of surveillance video data  to find persons 
who match  a  particular  attribute profile.  The technology  is geared for  enabling efficient and 
effective monitoring  of large areas at  a  distance under  challenging  real-world conditions to 
locate and track persons of interest  in  real time. State-of-the-art  features and matching and 
tracking algorithms are used with  solid statistical underpinnings. The prototype system  pictured 
in  the paper  has been  demonstrated to cabinet-level USG officials with  glowing  feedback. 
Person-attribute-search  technology  for  large-area video surveillance is likely  to be a  ‘game 
changing’ technology for homeland security.

The best paper of the cyber  security  track, “Measuring the Human Factor of Cyber 
Security,” by  Brian  Bowen, Salvatore  Stolfo,  and Ramaswamy  Devarajan, offers a  novel 
approach  to measuring, quantifying  and evaluating the security  posture of human  organizations, 
especially  within  large corporations and government agencies. As the authors assert,  “Computer 
security  is not just  about  technology  and systems. It  is also about  the people who use whose 
systems and how  their  vulnerable behaviors can  lead to exploitation.”  Demonstrating and 
validating  the research results through  experimentation and testing,  the authors describe the 
importance of addressing  the human  as well as technology  aspects of securing  the nation’s 
information  technology  infrastructure.  Accessible to a  wide audience and providing  a 
description of the problem, this paper  explores possible approaches and experimental results as 
well as indications of how the work can be extended and applied more broadly.  

“Integrated PMR-Broadband-IP Network for  Secure Real-time Multimedia 
Information  Sharing,” by  Sebastian Subik  and Christian  Wietfeld received the award for  best 
paper in the attack and disaster  preparation,  recovery,  and response track.  The authors provide 
a  compelling  exploration of an  innovative,  IP-based approach  to integrating well-established, 
but limited,  professional mobile radio (PMR) technologies, such  as terrestrial trunked radio 
(TETRA), with  the now  rapidly  emerging  3G and 4G/LTE wireless communications solutions for 
public safety.  The proposed “Push-to-X,”  peer-to-peer  architecture the authors describe offers 
the first-responder  community  a  potential “soft migration” path  forward for  achieving  a  full-
featured, interoperable, and securable public safety communications environment.

In  the land and maritime border security  track,  the award went to “Database of High-Z 
Signatures in  Cargo,” by  Ron  Bentley. The automated detection of dangerous contraband – 
particularly  high-Z radiological  or  nuclear  materials within  full-sized closed shipping containers 
– is of primary  importance to homeland security.  This paper  describes the results of 
commercial prototypes using  dual  energy  x-ray  transmission imaging  inspection systems. The 
benefits of the dual energy  method allow  for  significant  improvement of detecting threats within 
complex high-density  cargo as compared to conventional  radiograph  x-ray  imaging  method. The 
database gathered in  this work supports the development of high-confidence automated image 
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processing algorithms. Of note is the author’s attention  to achieving  low  false alarm  rates with 
realistic  background conditions,  an  aspect  of performance that  can be overlooked by  technology 
developers, and yet is critically  important  to the widespread operational use of advanced 
technology.

“Tunable, Self-curing Polymers for the Forensic Collection of Latent  Signatures 
from  Within Porous Materials,” by  Joseph E.  Chipuk  and others, received the best  paper 
award in  the fourth  and final track,  biometrics, forensics,  and physical security.  In  this paper, 
the authors present  a  unique method for  collecting  information  from  porous surfaces using  a 
self-curing polymer  that  represents a  vast  improvement  over  using  tapes,  fingerprint lifters,  gel 
lifters, or  leaching a  liquid into a  swab or  filter  paper. Smooth,  nonporous surfaces such as metal 
and glass are not a challenge for  this sampling  method, which lends itself to ever-increasing 
clandestine operations where the preparation  surface could be a  garage floor  or even  a parking 
lot.

The practical application of these and other  technological innovations adds to the overall 
strength  of homeland security  efforts. As always, we welcome your comments and opinions at 
www.hsaj.org.
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Abstract—This paper investigates new methods to measure,

quantify and evaluate the security posture of human organi-

zations especially within large corporations and government

agencies. Computer security is not just about technology and

systems. It is also about the people that use those systems and

how their vulnerable behaviors can lead to exploitation. We focus

on measuring enterprise-level susceptibility to phishing attacks.

Results of experiments conducted at Columbia University and

the system used to conduct the experiments are presented that

show how the system can also be effective for training users. We

include a description of follow-on work that has been proposed

to DHS that aims to measure and improve the security posture of

government departments and agencies, as well as for comparing

security postures of individual agencies against one another.

I. INTRODUCTION

Lord Kelvin taught us that without numbers there is no sci-
ence. Indeed, quantification lies at the very heart of scientific
progress. Without measurement, one cannot know what has
been learned or achieved and whether our knowledge has been
advanced or progress has been made. The field of computer
and information security requires the foundational science that
provides the means for assessing the strength of organizational
security postures. For the Department of Homeland Security
needs, solid metrics may be applied as a means of assessing
the strength of one organization relative to others, and to help
identify vulnerabilities.

There are a few notable successes in the field of computer
security where metrics have been well established and prof-
itably applied to practical technologies with mathematically
provable security properties. Cryptography has provided tools
for researchers and developers to devise many practical and
widely deployed technologies that provide for confidentiality.
The formal analysis of the hardness of certain computational
problems establishes a metric to judge the strength of an
encryption scheme based upon key length, for example. How-
ever, cryptography alone does not provide all of the security
guarantees we may want. Other areas of computer security
have provided metrics to evaluate the relative merits of specific
technologies, such as detection accuracy rates of competing in-
trusion detection systems. Computer security is not just about
technology and systems, but must also take into consideration
the people and processes that rely on the systems. In this work,
we propose an approach to measuring organizational security
and educating users that relies on mimicking attackers’ actions
in social attacks.

Social attacks include those that occur when an attacker
uses any of a variety social attack vectors that may range

from email and telephone, to in-person encounters. According
to the 2010 Verizon Data Breach Investigations Report [2],
social attacks were used in 28% of the breaches for 2009 and
nearly a quarter of these attacks occurred due to phishing.
In these types of attacks, victims are sent spoofed emails
that appear to be benign notifications from a bank, a social
networking site, or a software upgrade. When victims take
the bait, they are often greeted with some form of malicious
software that attempts to install itself on victim’s machine.
Although there have been many technological advances that
seem to hold promise in stopping these attacks, so far, none
of them have proven 100% effective allowing the problem to
continue. In fact, the vulnerability posed by phishing is often
used effectively in the largest, most costly attacks happening
today, like the recent attack on RSA [3].

Although the primary focus of the work is on measuring
organizational security, the results suggest that the system also
provides utility in training users. The defense approach we are
advocating in this paper involves better educating users to be
cautious of suspicious emails. Traditional training techniques
can be beneficial, but they are often not enough. Our technique
involves testing users’ vulnerability using a variety of decoy
emails; those that fall victim to our phony phishing attacks are
informed so that they may learn and change their behavior.
Subsequent tests of the same users show that this method
works, although sometimes it takes several iterations of testing
and teaching.

How a user responds to security significant events is also an
important consideration for organizational security. For exam-
ple, if someone receives a spear phishing email, how do they
handle it? They could simply delete it, but optimally, they may
report it so that appropriate actions are put in place to protect
other users. The processes that an organization has in place and
how they are socialized are essential for strong defense. The
proposed system has been designed to automatically monitor
emails sent to determine when a user falls for them, but it
can also be used to test user responses to security events, an
area that often gets little attention. These metrics may be used
to evaluate and quantitatively determine the effectiveness of
organizational policies and reporting processes.

A. Summary of Results
Experiments were conducted at Columbia University over

the course of a year with a randomly selected group of 4000
unwitting students, staff, and faculty. Each of the study’s
participants were sent one of four types of phony phishing
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emails modeled after real phishing emails. The emails included
attachments, embedded URLs, and forms to obtain user cre-
dentials. The experiments began with 500 emails being sent for
each of the four types. Users that fell for the phony phishing
emails were presented with messages informing them that
their behavior made them particularly vulnerable to phishing
attacks. Only users that fell for the phony phishing emails
were selected for the next round in which they were sent a
variation of the phony phishing email several weeks later. In
summary, it took a total of four rounds before all users were
able to identify the emails as being potentially malicious. The
experiment was then repeated with a new group of 2000 of
participants and phony phishing emails. The results of both
experiments suggest that decoy technology can be used for
training users to be cognizant of potential threats and that it can
provide useful metrics for assessing organizational security.
Applying the same set measurements laterally across multiple
organizations can be useful in measuring one organization’s
security posture relative to another’s.

B. Organization

The remainder of this paper is organized as follows. Section
II contains a description of related work. Section III contains
a description of the proposed system that was used to conduct
the experiments. Section III provides the details of the
experimental analysis and results. Section V provides an
overview on how the system and approach can provide utility
to the Department of Homeland Security. Finally, Section VI
describes areas requiring further research.

II. RELATED WORK

The computer security field demand for techniques to eval-
uate and compare security designs and organizations. Many
techniques have been proposed and explored [1], but these
typically focus on systems and technologies rather than people.
Our work aims to demonstrate techniques aimed at measuring
organizational security through its people rather than just with
the technology on which they rely.

The proposed system is designed for educating users and
measuring organizational security using decoy emails. Tra-
ditional security training classes can be beneficial for or-
ganizations, but they are not enough and there are more
effective methods [4]. Our technique involves testing users’
vulnerability using a variety of decoy emails; those that fall
victim to our phony phishing attacks are informed so that they
may learn and change their behavior. Traditional approaches
for training users about the threat posed by phishing rely
on classes and informational warnings. Efforts to raise user
awareness have focused on testing users to demonstrate their
vulnerability [5]. Some tools have been created to support the
sending of fake phishing emails for purposes of pen testing and
training [6], [7], but these rely on an administrator to manually
construct and send the emails to targeted individuals. None
of these tools focus on the development of formal metrics
for measuring organizational security such that they can be

used for relative comparisons for comparing one organization
against another.

A similar study was conducted at Indiana University, which
involved social phishing and spoofing [8]. As part of the
study, the researchers launched harmless phishing attacks on
the students, specifically targeting students aged 18-24. The
experiment was performed with intent to show that social
context can be used in effective phishing. Unlike our efforts,
they did not focus on how useful metrics could be obtained
from the experiments or on techniques for improving an
organizational security posture.

The Honeynet project titled Know your enemy provides
practical information on the practice of phishing and draws
on data collected by the German Honeynet Project and UK
Honeynet Project [9]. This paper discusses on the various
techniques and tools used by the phishers, providing three
examples of empirical research where real-world phishing
attacks were captured using a Honeynet.

III. PHONY PHISH SYSTEM

The goal of the Phony Phish System is to provide an
automatic means to generate and send benign phishing emails
that can be used to measure an organization’s security and
educate users. The system consists of several components as
shown in Figure 1.

a) Crawler Module:: This component was designed to
crawl a directory and obtain a list of target identities to
perform the experiments on. For the experiments described
in IV, this module was used to search the Columbia University
directory, select users, their role within the university, and
which department they belong to.

b) Email Generator:: The email generator integrates all
of the components and was used to deliver emails for the
experiments. This component takes real email as input and
performs processing on them to change entity names. For this
task, we used the Stanford Named Entity Recognizer1. The
email generator component also functions to anonymize user
identify information through the use of MD5 hashes. For the
generation of beacon’ed documents, the email generator relies
on the Decoy Document Distributor described in [10].

c) Web Application:: A web application is used to collect
user responses when they click on links and submit forms
containing credentials. It tracks responses using a base 64
encoded query string that is tied to user requests. The system
does not the store the identify of users, only the time at which
the link was clicked, the department that the user belongs to,
and the role of a user within the organization.

IV. EXPERIMENTAL ANALYSIS AND RESULTS

Experiments were conducted by sending 500 emails for
each of four different types of decoy emails. Using standard
statistical techniques [11], this sample size was determined to
be significant for measuring a single population parameter (i.e.,
will a user open an email) with a 5% margin of error and 95%

1http://nlp.stanford.edu/ner/index.shtml
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Fig. 1. Components of the Phony Phish System.

confidence for the approximately 70,000 IDs in the Columbia
University directory. A second consideration for the choice of
using 500 was for practical reasons. Our intent was to have
a sample size large enough to draw scientifically significant
conclusions without burdening an unnecessary number of
subjects. Although we had permission from the university, and
the approval of the Columbia University Institutional Review
Board, the subjects were unwitting participants. The nature of
this kind of experiment has the potential to cost users in both
time and aggravation. Given that this was our first attempt
at such an experiment, we decided we would start with 500
emails for each of the four types and adjust as necessary.

The decoy emails were modeled after various types of
phishing attacks that occur in the wild. All of the emails were
sent using an external email account from a popular webmail
provider. Users that fell victim to the phony phishing emails
were presented with the following message:

The Columbia University IDS Lab is conducting experiments
designed to measure the security posture of large organizations
and to educate users about safe practices so that they avoid
falling prey to malicious emails. The emails automatically
generated and sent to users of Columbias network and email
system are designed to test whether users violate basic security
policies. Although our emails are completely benign, please
be aware that many emails are sent that are designed to trick
unsuspecting users into giving up identity information.

The four different types of emails and their results are sum-

marized below:
• Email with internal URLs: The content of these emails

were from email received with an external source, but the
URLs were changed to point to our IDS severs. The goal
of these emails were to see how many users bothered to
look at the address of the recipient before opening the
email.

• Email with external URLs: The content of these emails
was modified from emails received with an external
source. The emails were designed to lure those interested
in obtaining the Apple iPad. The URLs were changed to
point to our external servers in the .info domain.

• Forms to obtain credentials: The content of these emails
contained links to forms asking users for credentials
to see how many users were willing to expose their
credentials. Credentials were not stored.

• Beacon Documents: These emails contained PDF attach-
ments that emitted a beacon to our servers when opened.
The beacons were designed so that every user emitted a
unique response enabling us to track them. An evaluation
of the beacons is provided in [10].

A. Result Summary

Table I and Table II provide an overview of all of the results
obtained from two rounds of experiments. Over the course of
several weeks, offenders were repeatedly targeted until they
stopped falling victim. The results between the two rounds of
experiments were fairly consistent. The most important point
that can be gleaned from the data:
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TABLE I
THE NUMBER OF RESPONSES FOR EACH ROUND FOR THE FIRST EXPERIMENT TO MEASURE THE USER RESPONSE TO PHONY PHISH.

Decoy Type 1st
Round 2nd

Round 3rd
Round 4th

Round

Email with internal URLs 52 2 0 NA
Email with external URLs 177 15 1 0

Forms to obtain credentials2 39/20 4/1 0 NA
Beacon Documents 45 0 NA NA

TABLE II
THE NUMBER OF RESPONSES FOR EACH ROUND FOR THE SECOND EXPERIMENT TO MEASURE THE USER RESPONSE TO PHONY PHISH.

Decoy Type 1st
Round 2nd

Round 3rd
Round 4th

Round

Email with internal URLs 69 7 1 0
Email with external URLs 176 10 3 0
Forms to obtain credentials 69/50 10/9 0 NA

Beacon Documents 71 2 0 NA

In all cases, users can be trained to be cautious of

suspicious looking emails, but sometimes it takes several

iterations of testing. In our experiments, the slowest

learners took at most four iterations as shown in Table

I and Table II.

Another observation from Table I and Table II is that it
appears users are less likely to respond to emails that appear
to be from internal sources, but actually have external sender
addresses. These emails were indeed suspicious, but we do
not have a good way to account for the differences in the
content. For example, the emails with external URLs (row 2)
pertain to the Apple iPad. At the time the emails were sent
out, the emails would have been enticing to the masses (i.e.,
the iPad was being released). On the other hand, the emails
with internal URLs (row 1) resembled those distributed by the
university, and are less enticing to the masses. Hence, there
is insufficient data to make any conclusion concerning these
differences.

Another point regarding Table I and Table II is that the
number of users that actually entered their credentials to the
bogus forms seemed alarmingly high (row 3). The values in
each of the columns indicate the number of users that clicked
on the links followed by the number that actually entered
credentials. We did not record the credentials and we did
not validate them to ensure they were valid. However, we
believe it is likely that at least some of the users entered valid
credentials.

Table III presents a role-wise breakdown of the results. It
can be seen that students are more susceptible to the phishing
emails than university staff. This may be attributed to the fact
that student population flux is high and the tendency to adhere
to Columbia University policies may not be uniform. Staff
awareness of, and adherence to security policies is greater
than that of the students, who may simply have no regard
for them. A similar observation can be made in case of decoy
documents. There exists a Columbia University policy that
prohibits columbia from downloading documents originating
from unknown email addresses. The results suggest that the
policy may be regarded more highly by the staff population

than the student population. Table IV provides the school-wise
breakdown of the results. It is evident from the table that there
is almost a uniform distribution of vulnerable users across the
schools affiliated with the university.

Table V provides staff-wise breakdown of the results ob-
tained. One observation that can be made from these results
are that non-academic staff are more vulnerable to phishing
attacks than the academic staff.

B. Challenges
One of the challenges in conducting these studies lies in

managing the user discontent that is generated as a result of
selecting users to participate unwittingly. Despite the messages
that were generated to describe the nature of the experiments
and the benefit they may bring, some users still had issue.
The largest challenge for us was in accommodating the users
that were not so easily fooled by the fake phishing emails, or
who correctly identified them as being suspicious. Unlike the
users that did fall for the phony phishing emails and who were
presented with messages describing the experiments, these
users were not made aware of the study. Consequently, some of
them notified the university, which required us to make contact
with them and alleviate their concerns on an individual basis.
In future studies, we may notify study participants by email
after the study is complete to mitigate this challenge.

Another challenged we faced was the confusion that arose
due to the generated emails and their similarity to real emails.
Since the generated emails were mined from Columbia servers,
there was a high likelihood that the content and themes might
be among those currently circulating. To overcome the issue
we applied natural language processing techniques to modify
themes.

V. UTILITY TO THE DEPARTMENT OF HOMELAND
SECURITY

The Department of Homeland Security has the lead re-
sponsibility for securing the nations information technology
infrastructure for public, private, and international entities.
This goal cannot be achieved solely through technological
improvements, but must also take into consideration the people
and processes that rely on the technology. The proposed
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TABLE III
ROLE WISE SPLIT UP PERCENTAGE.

Role 1st
Experiment 2nd

Experiment 3rd
Experiment 4th

Experiment

Students 11.6 48.8 14.4 36.5
Staffs 19.6 21.6 12.8 4

TABLE IV
SCHOOL WISE SPLIT UP PERCENTAGE.

School 1st
Experiment 2nd

Experiment 3rd
Experiment 4th

Experiment

Fu Foundation 24.1 30.5 21.7 9.4
GSB 13.7 2.8 16.4 7.9

Columbia College 6.8 NA 8.2 34.5
School of social work 6.8 11.1 3.2 1.6
Grad-Arts and sciences 10.4 11.1 21.7 18.8

School of law 6.8 21.6 3.2 NA
Continuing Education 6.8 2.8 8.2 7.9

General Studies 3.4 11.1 3.2 4.7
School of public health 10.4 5.6 6.6 9.4

School of Nursing 3.4 NA NA NA
College of dental medicine 3.4 5.6 NA NA

SIPA NA 11.1 12.8 NA
College of Physicians NA NA NA 1.6

TABLE V
STAFF ROLE WISE SPLIT UP PERCENTAGE.

Staff Role 1st
Experiment 2nd

Experiment 3rd
Experiment 4th

Experiment

Professor/Asst Prof 16.3 18.8 48.2 42.9
Postdoc 12.2 27.8 11.1 NA
Manager NA 15.6 3.7 NA

Staffs 71.4 40.6 37 57.1

system focuses on measuring and improving the security pos-
ture of organizations through their people. A fully developed
production system that extends upon the one proposed within
this work could be used to support the DHS mission of
securing government departments and agencies. The proposed
system could provide DHS with a means of assessing the
security posture of individual departments and agencies as
well as for comparing security postures of individual agencies
against one another.

VI. OPEN PROBLEMS: BELIEVABILITY OF BOGUS
PHISHING EMAILS

The success of the system relies on its ability to synthesize
emails that are semantically equivalent to real phishing emails.
Depending on the goals, resources, and sophistication of at-
tackers, phishing emails may vary in their level of believability
to a user and ability to bypass traditional security means. The
least sophisticated phishing attacks are those aimed at tricking
the largest sets of recipients and are sent out across the net
broadly. They often contain a common invariant or signature
that allows them to be detected by email spam filters, which are
commonly deployed at an organizations email gateway. They
might also be obvious by direct observation of the individuals
receiving, making them easily avoidable. As the specificity
of targeting increases to specific companies, organizations
within a company, or at the extreme, an individual (i.e.,
spear phishing), the believability of these emails increases,
making them more likely to bypass detection by an individual.
Our initial approach has focused on constructing generative

models for phishing emails using natural language processing
and statistical techniques. So far, we have had success in
modeling the least sophisticated attacks. Our future efforts
will focus on generative models for the automated creation
of more targeted spear phishing attacks. Developing a means
to automatically create fake spear phishing emails remains an
open problem. Successfully solving it requires addressing the
fundamental properties for creating decoy-based systems that
include variability, believability, enticingness, detectability,
differentiability, and non-interference [10].

VII. CONCLUSION

The previous sections provided an overview of our system
designed to create phony phishing emails. We presented the
results of two rounds of experiments conducted at Columbia
University in which approximately 4000 staff members and
students were targeted for training using the bogus phishing
emails. The results presented in the previous section sug-
gest that users can be trained using decoy technology to
be cognizant of potential threats. Applying the same set of
measurements laterally across multiple organizations can be a
useful in measuring one organization’s security posture relative
to another’s.
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Abstract—In this paper, the authors present a novel solution

for the integration of TETRA-based PMR and IP based wireless

broadband networks through a novel inter-system interface. This

solution enables secure group communications based on PMR

standards using heterogeneous devices ranging from a traditional

PMR device to smart phones such as the iPhone. Thereby a

Smart-phone user will be enabled to leverage on one hand the

multimedia data capabilities of 3G and 4G wireless networks

(UMTS, LTE) while at the same time be part of a PMR group

communication. In other words, any authorized Smart-phone

can become part of a PMR communication group by simply

downloading the appropriate, dedicated Application. As a key

benefit, homeland security personnel can be included in the

disaster response actions instantaneously, without necessarily

carrying around a PMR device and without the need for

PMR coverage. In contrast to existing solutions, the proposed

interface solution prevents the reduction of the voice quality

when bridging system boundaries by tandem encoding with a

TETRA-over-IP (ToIP) interconnection. The presented solutions

include different interconnection setups including Trunked Mode

(TMO) and Direct Mode (DMO) capabilities. To enable the

group communications services as known in PMR systems, a

dedicated protocol, the Push-to-X protocol developed by CNI, is

leveraged. The results of performance evaluations show that the

speech quality is still acceptable even under harsh conditions. The

proposed system therefore paves the way towards a future, high

performance PMR based on LTE, while preserving backwards

compatibility with existing PMR systems.

Index Terms—Public Safety Communication Network; Inter-

System-Interface; TETRA; LTE

I. INTRODUCTION

Efficient disaster preparation, recovery and response relies
on secure information sharing through wireless communica-
tion systems. Standardized Digital Professional Mobile Radio
systems (PMR), such as Terrestrial Trunked Radio (TETRA),
have been established in recent years and provide secure voice
as well as limited data services (similar to 2G commercial
mobile radio systems). While commercial 3G or 4G mobile
radio and WiFi-based systems provide today high performance
broadband services, homeland security organizations ask for
the same level of service for their purposes. While dedicated
next generation professional radio systems still have a long
way to go in terms of standardization as well as full de-
ployment, there is a realistic option to enable interoperability
between professional mobile radio and wireless broadband
systems.

Datarate
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GSM
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WLAN 802.11 n

mostly used in private sector

mostly used in public safety sector

Fig. 1. Existing and Future Wireless Network Technologies

A. Evolution of Wireless Communications Systems

As depicted in Figure 1 the performance of the technolo-
gies in the private sector grows faster than in Public Safety
Communication (PSC). Nowadays communication systems as
802.11 n for local networks and LTE (4G) wide area cellular
networks provide data rates up to 100 MBit/s with a roadmap
for the next years up to 1 GBit/s. This enables the users to rely
on mobile data services and mobile Internet access in many
situations, including text, voice and video communication.

The overall performance of TETRA (and similar P25 net-
works) is on the level as public mobile radio was 20 years
ago, preventing the use of high-data rate communication such
as video transmission or extensive data access. Although
some enhancements are planned to the TETRA Standard (e.g.
TEDS1), the gap between the technologies is getting greater
over the time.

B. Migrations Strategies for Public Safety Communications

For the identification of suitable migration strategies for
PSC systems, the needs and requirements of public safety
communication are evaluated. The requirements of PSC and
the fulfillment of different types of communication systems
can be found in Table I. The requirements (sorted by impor-
tance) for PSC are:

• Voice Communication:
Because it is the most efficient communication between

1Tetra Enhanced Data Service
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Requirements Professional
Mobile Radio

Public Cellular
Networks

Local Wireless
Networks

Voice ++ ++ o
Group Com-
munication

++ - o

Coverage o +(+) -
Capacity ++ + -
Public Safety
QoS

++ - o

Security ++ + o
Ad-Hoc Capa-
bility / Direct
Mode

+(+) - ++

Multimedia – + ++
Compliment: ++ full, + partial, o rudimentary, - not complied

TABLE I
COMMUNICATIONS REQUIREMENTS OF PUBLIC SAFETY USERS

humans, most of the communication in public safety
operations is based on voice.

• Group Communication:
The hierarchical structure in PS-organizations lead to the
need of the possibility for an efficient communication in
groups. Also different features need to be covered like
multi-listening groups and fast group changing.

• Capacity optimized for high traffic load:
In huge scenarios the system must be able to deal at its
theoretical limits to ensure stable communication links.

• Public Safety QoS:
Quality of Service has a huge impact on successful
communication. In dangerous scenarios, the transmission
of mission critical data needs to be guaranteed.

• Security:
Most of the exchanged information are either official or
classified which requires a high level of security from
end-to-end even over systems’ boundaries.

• Ad-Hoc Capability:
Incident responders require the capability of commu-
nication in every situation. Under harsh environmental
conditions, the infrastructure based network could be
out of order or could not provide a sufficient coverage
at the incident scene. In such a case, the ability of
direct communication between the responders needs to
be ensured.

• High data rates for Multimedia Communication:
With the increasing capabilities of public radio networks,
the need for high data-rates are also growing in the public
safety organizations. Online access to various information
systems like [1] increase the effectiveness of rescue
operations.

None of the currently available systems fulfills all require-
ments. The PMR systems match most of the requirements,
but because of the long deployment cycles in this market, the
coverage and available data rates are insufficient. Public Cellu-
lar Networks (esp. latest LTE Advanced) are not developed to
match the public safety requirements, thus the specific features
as group communication and direct mode is not supported.

Local wireless networks provide a sufficient data rate for
multimedia communication, but network management features
and QoS requirements are missing.

For the Next Generation Public Safety Communication
System (NG-PSCS) the authors propose the following strategy:
Seamless enhancement of existing PMR systems with hetero-
geneous state-of-the-art technologies while the next generation
system is under development. The remainder of the paper is
structured as follows:

In Section II the authors outline the architecture of a Next
Generation Public Safety Communication System (NG-PCS).
The focus lies not on a complete specification but more
on a identification of core elements and technologies for
the foundation of the system. In Section III, an overview
over actual research work on the interoperability of different
TETRA networks is presented. In Section IV and IV-A the
authors propose a gateway for the enhancement and seamless
coupling of TETRA and IP-based networks, which fulfills the
requirements of public safety organizations. A validation and
performance evaluation of the proposed gateway is given in
Section V.

II. NEXT GENERATION PUBLIC SAFETY
COMMUNICATIONS

As the result of the current situation, the Next Generation
Public Safety Communication System (NG-PSC) needs to
perform a huge leap to the latest technologies for mobile
radio communication. Compared to Table I, public cellular
technologies like LTE Advanced offer sufficient performance
for all kind of communication, but important features are
missing. Local wireless networks provide superior data rates
for short distances and are able to be connected in an ad-hoc
network.

A suitable solution for the next generation communication
system for public safety is a soft migration to an all IP based
network which provide all necessary features as services but
is independent from the underlying radio technology. The will
enable the public safety organizations to benefit from the latest
developments without losing the backwards compatibility to
existing well established communication systems.

A first concept and evaluation of IP networks for emergency
communication is presented in [2]. The results show that the
use of a light-weight all IP-based peer-to-peer structure can
fulfill the requirements of effective emergency communication.
The lean Push-to-X protocol developed by the authors is
also leveraged in the proposed new architecture and further
developed.

The architecture of the proposed system is depicted in
Figure 2. The fundamental features are implemented as a
set of dedicated services inside the all-IP based network
(e.g. Security, Group Communication, Gateway to extended
Networks). The modular approach is elementary for the mi-
gration approach. While the NG-network is not installed in
the field, other networks are coupled to the core network as
extended networks. This intermediate solution can start with
actual TETRA networks today to close the technology gap to

Homeland Security Affairs, Supplement 5, Article 3 (May 2012) WWW.HSAJ.ORG



existing systems and can seamlessly be operated until the next
generation is ready.

The extended networks include public mobile networks with
a good coverage and high data rates (e.g. LTE Advanced,
WiMAX) as well as dedicated ad-hoc incident scene networks
as described in [3]. To complete the requirements of public
safety organizations, the NG-PSC also needs to implement ad-
hoc and direct mode functionality. The underlying IP network
can be enhanced to easily facilitate such feature. e.g. by
leveraging IEEE 802.11 technologies.

III. SOLUTIONS FOR AN ENHANCEMENT OF EXISTING
PMR NETWORKS

As described in Section I, incident responders need reliable
and secure communication networks. Also, they should supply
sufficient QoS and data rates. Worldwide TETRA networks
are installed as main communication systems for public safety
services. However, nowadays needs for high bandwidth data
exchange is not fulfilled.

Some research has been provided for possible solutions
for enhancements of existing TETRA networks. The missing
implementation of real-world interconnection (except research
projects like [4]) between heterogeneous systems shows that
the limitations of existing and implemented inter-system in-
terface solutions hamper seamless interconnection between
trunked networks and modern communication technologies.

To understand the requirements of such solutions, the funda-
mental network configurations need to be analyzed. In Figure
3 the different configurations for PMR networks are shown.
Figure 3(a) shows the standard trunked mode configuration
(TMO). All mobile terminals are connected via a switching
and management infrastructure (SwMI). In Figure 3(b) the
setup for the ad-hoc or direct mode (DMO) is shown. In
this mode, all terminals are connected directly (in case of
out of coverage operations or infrastructure failure). The last
standardized set-up is displayed in Figure 3(c). In this Gateway
Mode (GMO), one terminal acts as a gateway between a DMO
and a TMO configuration to enhance the networks’ coverage.
The idea of interconnecting PMR networks is not new. In [5],
an overall description of Public Safety and Disaster Relief
(PSDR) communication is presented. As an addition to a gen-
eral overview, key performance indicators and parameters of
such a heterogeneous communication system is given. Also [6]
aims to an extension of a TETRA switching and management
infrastructure (SwMI) with 802.11 access points. Therefore, an
inter-working-function (IWF) is defined to include the APs to
the TETRA network in the same way a base-station would be.
The necessary signaling and data transmission is implemented
with a full tunnel of the TETRA protocol stack with an
additional adaption layer. In the same way the authors of [7]
present their idea for a multi-functional TETRA gateway for
industrial applications. Both solutions require to include all
TETRA internal protocols (such as SNDCP2, MM2, CMCE2,
MLE2, LLC2) in the IP tunnel, which lead to an expansion of

2 Defined in [8]

SwMI

(a) Trunked Mode TMO (b) Direct Mode DMO

SwMI

(c) Gateway Mode GMO

SwMI

IP

(d) Emergency Network Coupling

Fig. 3. Network Configurations for PMR Systems

the SwMI with all inherit problems, especially very restricted
timing defaults. This defaults can lead to problems, if the
interconnected network could not fulfill strict requirements
(e.g. satellite networks [9]).

A more complex setup is the basis of [10]. The authors
propose a new air interface for the interconnection of the
heterogeneous systems (here: WiMAX, TETRA and TEDS3).
Although a good solution is provided, the introduction of a
new air interface (which also requires new hardware) could
hamper a wide implementation.

All of the presented solutions aim at an interconnection
in the IP-backbone or core network. This approach implies
preceding planning and forbids flexible usage of the interface.
For example, if the connection of a base station to the SwMI
(core network) is broken, they operate in a fall back mode to
enable local communication inside of the cell. The setup is
shown in Figure 3(d). For an emergency re-establishment of
the full connectivity, only a connection on the air interface can
be used.

A similar set-up is basis of [11], in which the interconnec-
tion of different DMO networks over 802.11 mesh networks
is outlined. Also this approach is very flexible, it is based
on the standard PEI4 interfaces of TETRA. This interface has
only a PCM-audio signal defined as output for voice, what
leads to a so called tandem-encoding, when the signal passes
the systems’ borders (TETRA to 802.11 and vice versa). The
negative effect of tandem-encoding is shown in Section V.

3Tetra Enhanced Data Service
4Peripheral Equipment Interface [12]
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Fig. 2. Architecture of the Next Generation Public Safety Communication System

IV. TETRA OVER IP GATEWAY FOR EXTENDED NETWORK
COUPLING

The aim of the proposed TETRA over IP (ToIP) Gateway
is a seamless coupling of different IP-based network with
existing TETRA PMR networks while avoiding the restrictions
described in Section III.

As shown in Figure 2 as the PTX TETRA Gateway, we rely
on a dedicated protocol, which combines the TETRA traffic
air format with a minimal additional header for the signaling
information (push-to-X: PTX). The format was developed
and tested in IP-only environments under various conditions
[13] and [14]. The basic frame comprises is a one Byte
header extension to IP/UDP packets, in which all necessary
information (as well as signaling, security and various data
types) is stored. The necessary extension for the TETRA
system is the use of the original TETRA air frame format
[8] with ACELP [15] encoded voice including channel coding
for the data transmission. This facilitates a wide range of
application scenarios and services:

• TMO to TMO Link: If the connection between a subset of
base stations is destroyed, the isolated network could be
interconnected with the core network over any broadband
IP link (e.g. WLAN, WiMAX, LTE) shown in Figure 2
on the right side.

• Multi-purpose IP interface: To enhance the usability
various different technologies could be coupled to the
TETRA network with a TETRA over IP Gateway (Gate-
way Service).

• DMO to TMO Link: If no infrastructure is available,
terminals could also connect via the direct mode to the
gateway that provides the backhaul to the core network.

A. Digital Voice Interface with Push-to-X protocol
The format of the so called Digital Voice Interface is based

on the original TETRA air frame format. Because of the
TDMA structure of TETRA, a frame has a size of 54 Bytes and

IP (v4:20B or v6: 40B) UDP (8B) PTX (1B) DVI AirFrame (54B)

TABLE II
STRUCTURE OF PROPOSED PACKET STRUCTURE (WITH SIZE IN BYTE)

is send out every 56,67 ms. Additional, the one Byte Push-to-
X (PTX) header is added to the DVI to include the signaling
information [14] as shown in II. All necessary services as
Group and User Maintenance (including security), Session
Control, Codec Signaling and Payload Type are included in
the first three bit of the header. Followed by an bit, the last 4
bits are used for the sub-type field of the header. All types of
information can be carried inside a PTX packet, therefore the
’X’ represents audio, video and data transmissions.

This flexible format also enables the use of different types
of IP transmission, including unicast, multicast and broadcast
transmission.

B. Protocol Stack and Enhanced PEI Interface

The DVI/PTX interface outlined in the last Section is based
on TETRA airframes. Unfortunately the standard PEI interface
has not allow to access the airframes, as The endpoints defined
in PEI are layer 3 endpoints (TE2, MT2 5). The audio data is
only available in PCM-coded format. For the mapping of the
signaling, the TE2 interface provides sufficient commands, but
the audio export is still insufficient. Therefore, we propose a
new interface at the (D)TP-SAP6. At this interface, the data
has the format proposed in the last section and enables the
flexible usage of the new TETRA over IP (ToIP) interface.
This flexibility is given by including the signaling information
as a addition to the digital voice into the IP packets.

It also includes security features of the TETRA network.
For a transparent coupling of two security enabled networks

5 [12]
6(Direct Mode) Transport-SAP
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(see Figure 3(d)), the end-to-end encrypted data does not need
to be decrypted (it is not possible) but can seamlessly pass
the intermediate network and can be inserted in the original
TETRA network.

V. VALIDATION OF ADVANCED USABILITY AND
PERFORMANCE BY SMART PHONES

For the analysis of the proposed interface as well as the
validation of the usability, a prototype was developed. Two
versions of the graphical user interface is shown in Figure 4.
The use of the iOS platform should not intend the application
of such devices for incident responders but enables homeland
security personal to be included in disaster response action
instantaneously. Because of the outstanding importance of

(a) Landscape GUI (b) Vertical GUI

Fig. 4. GUI of Prototype Client Application

voice communication in public safety scenarios, the authors
use the quality of voice transmission as the benchmark for the
proposed solution. To avoid subjective test runs, the Perceptual
Evaluation of Speech Quality (PESQ) standard7 is used. It
is a family of algorithms and procedures comprising a test
methodology for automated assessment of the speech quality
as experienced by a user of a telephony system. PESQ is
an accepted and applied ITU standard for objective voice
quality testing. It is a full reference algorithm that evaluates the
differences between the original sample and the transmitted.
The result is a value for the mean opinion score (MOS)8, an
expression for the subjective quality between 5 (excellent) and
1 (bad).

Another advantage of the proposed system is the gain
of voice quality while passing network borders. In state-of-
the-art systems (see Section III), the voice data need to be
multiple encoded every time it crosses a systems’ border.
This is caused by the available interfaces, which are based on
PCM transmission or standard VoIP protocols. The negative
influence is shown in Figure 5.

For this test, the authors use original voice samples taken
from actual emergency operations. The setup for single en-
coding represents a standard PMR system, in which the PCM
recorded voice is encoded with the ACELP codec for the
transmission to the receiver. The results indicate the good
performance of the encoder, nearly all samples could match
the requirements (PESQ−MOS ≥ 3.02). Also, the use of the

7ITU-T Recommendation P.862
8ITU-T Recommendation P.800

Fig. 5. Performance Evaluation of Tandem Encoding

proposed PTX-TETRA Gateway avoids the re-encoding while
passings the systems’ borders and has the same quality as a
homogeneous system.

In contrast the tandem encoding setup indicate the per-
formance of standard network coupling. In this setup, the
voice need to be encoded at least twice. The first time to
be transmitted over the TETRA air interface and the second
time for the transmission in the extended network (i.e. WLAN
ad-hoc or LTE public network). The lossy encoding lead to a
decrease of the voice quality which can hamper an appropriate
communication under contrary conditions.

Beside the superior voice quality, the use of the original air
data format and speech coding including the corresponding
channel coding also increases the robustness of the transmis-
sion against different types of errors in the extended network.

For this paper, we focused the stress test of the system on
two different types of errors which can occur in extended
networks: bit errors and packet losses. The first error type
could be the result of too much interferences at the incident
scene, either caused by faulty working public networks or
by other incident scene networks as described in Section II.
A study of typical bit error patterns of WLAN networks is
given in [16]. We used a network-in-the-simulation to inject
the errors in the voice transmission. To identify the limits of
the system, extreme error rates as the worst case are simulated,
which should not occur in real systems. The tests are run 100
times each. The results are depicted in Figure 6 and it can be
seen that although the average quality is decreasing, the air
encoded packets can still be used for communication up to
an error-rate of 10

−4. The increasing and varying maximum
quality of the stress-tests show the limitations of the PESQ
algorithm. Because it is based on mathematical difference
analysis, in some cases the result is identified as a good
transmission although the voice quality is insufficient as tested
by a subjective check from human users.

In the second stress test setup, the influence of packet loss
is measured. The results show that the PESQ value remains
acceptable up to 20% packet loss rate. The reason for this
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Fig. 6. Result of Stress Test: Bit Error Rates

Fig. 7. Result of Stress Test: Packet Loss Rate

quite robust behavior is the small packet size of 54 Bytes.
A lost packet represents a gap of 50ms in the uncompressed
voice stream, which can be tolerated by the human ear within
certain boundaries.

VI. CONCLUSION

In this paper an innovative system architecture to integrated
PMR systems with IP-based wireless broadband system is
proposed and validated through a prototype development.
The evaluations performed with the prototype show that is
feasible to operate PMR services (in this case based on
the TETRA standard) with broadband cellular networks and
WLAN. Thereby an important gap between limited bandwidth
PMR and todays 3G and 4G broadband wireless systems can
be closed. The Push-to-X protocol developed by CNI has
proven to be suitable to support group communications similar
to PMR services in the IP world.

The prototype realization for a SmartPhone and corre-
sponding performance stress tests for harsh communication
conditions have demonstrated that SmartPhones can be directly
integrated by installing an appropriate application in PMR
group communications, enabling the communication in critical

situations even with homeland security personnel operating
out-of-PMR-coverage. The proposed system therefore paves
the way towards a future, high performance PMR/PSC based
on LTE, while preserving backwards compatibility with exist-
ing PMR systems.
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Abstract— Results from comprehensive testing of two prototype 
dual-energy (6 and 9 MeV) cargo inspection systems provide 
large databases of signature information of various high atomic 
number objects (active interrogation benchmarks) hidden in 
representative cargos.  Test objects were fabricated from lead, 
tungsten and uranium ranging in size from 75 to 430,000 cm3.  
ISO containers were filled with eighteen selected cargos that 
varied in density and complexity.  These databases, collected by 
the Domestic Nuclear Detection Office Cargo Advanced 
Automated Radiography System (CAARS) Program, provide a 
rich source of signature information that can be used to develop 
automated and user-assist detection algorithms. 

Keywords-component; Inspection systems, automated detection, 
dual-energy, High-Z signature. 

I. INTRODUCTION 
Fig. 1 is a radiograph with a simulated threat object hidden 

among automobile engines in a shipping container.  The item 
includes shielding that would make it undetectable to passive 
gamma-ray detection systems.  As a Customs and Border 
Protection officer, your job is to identify and interdict 
smuggled items.  If the smuggled item is a radiological or 
nuclear threat that eludes detection, the consequences could be 
disastrous. 

 
Figure 1.  Test object is hidden in cargo container 

filled with automobile engines. 

Inspection systems that rely on human interpretation of 
radiographs are capacity-limited. On the other hand, routine 
high-speed inspection of cargo can be performed with x-ray 
inspection systems that use automated detection algorithms.  
Algorithms that detect subtle differences between images can 
thereby relieve inspectors of the tedium that comes with 
repeated visual interpretation of radiographic images. 

Fig. 1 comes from a Domestic Nuclear Detection Office’s 
database of radiographic images collected during test programs.  
The test programs were conducted to characterize the 

capabilities of inspection systems that employed dual-energy 
discrimination. 

II. EVOLUTION OF DUAL ENERGY DISCRIMINATION 
In 1975, Alvarez and Maovski advanced the idea of using 

two x-ray spectra to separate the effects of photoelectric 
interaction and Compton scattering in order to improve medical 
diagnostic information extraction from computerized 
tomography systems [1].  In 1992, Eilbert and Krug described a 
baggage inspection system based on a single view, dual energy 
concept [2].  The airport security system was designed to detect 
explosives and contraband via separation of bag contents based 
on atomic number.  This system’s decision software employed 
“background subtraction” to remove the effects of overlaying 
objects.  In 1996, Neale et al. were granted a patent for an 
inspection apparatus for subjecting baggage and containers to 
x-rays of two different energies [3].  Atomic number of the 
contents was determined from look-up tables based on the ratio 
of the signals at the two energies.  Ogorodnikov and Petrunin 
extended the idea to a dual energy (4 MeV/ 8 MeV) cargo 
inspection system useable with full-size shipping containers 
[4].  With this system, container contents were classified into 
four atomic number categories: “Organics,” “Organics-
Inorganics,” “Inorganics” and “Heavy Substances.” 

III. BASIS FOR DUAL-ENERGY DISCRIMINATION 
Dual-energy discrimination is based on the differences in x-

ray attenuation at two separated energies.  The difference is 
best expressed as a ratio of attenuation coefficients.  Consider 
the simple case of a bremsstrahlung source with energy-
integrating detectors.  Neglecting the interactions within the 
detector, for: 

NE(E) = number of photons in a pulse directed to the detector 
(as a function of energy) for spectrum EE 

µAIR(E) = attenuation coefficient of air 
tAIR = photon travel distance in air 

 

The total single-pulse energy arriving at the detector after 
travelling through air is: 

 !!,! =    ! ! !−µμ!"# ! !!"#!!
0

!". (1) 

If the path is interrupted by a test object of thickness t with 
attenuation coefficient µ, the energy at the detector becomes: 

 !! = ! ! !!!!"# ! !!"#!!
! !!! ! !!". (2) 
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We can define an “average” attenuation coefficient (µμ!) for 
energy spectrum E such that: 

 !!!!! = !!! ! !!!
! !". (3) 

Then, the natural logarithm of the transmission ratio is: 

 ln !!
!!,! = ln

! ! !!!!"# ! !!"#!!
! !!! ! !!"

! ! !!!!"# ! !!"#!!
! !"

. (4) 

Assuming that the effects of the air can be considered 
independent of the effects of the test object, we have 
approximately: 

 ln !!
!!,! = −µμ!!. (5) 

Taking the ratio of the attenuations at two energies (H = 
high energy spectrum and L = low energy spectrum) yields: 

 
!" !!

!!,!
!" !!

!!.!
≅ !!

!!
. (6) 

The quantities on the left of (6) are all measurements from 
the inspection system.  The quantity on the right is a property 
of the test object’s material and is a function of its atomic 
number.  Fig. 2 shows how, in the case of mono-energetic 
sources, this ratio varies as a function of atomic number.  For 
CAARS, Z ≥ 72 was considered High-Z. 

 
Figure 2.  Attenuation ratio is a monotonically increasing function 

of atomic number. 

IV. OVERVIEW OF DNDO CAARS TD&C  
In 2006, DNDO established the Cargo Advanced 

Automated Radiography System (CAARS) program.  Two 
CAARS prototypes (built by SAIC and L-3) were designed to 
automatically detect nuclear and shielding material and to 
enable detection of contraband as well as or better than current 
systems with minimal impact to port-of-entry operations.  The 
culmination of each program was a government-run test called 

Technology Demonstration and Characterization (TD&C) 
conducted in 2009-10. 

Three different types of tests were conducted during TD&C 
but this paper focuses on the Detection-in-Cargo scanning 
results. 

V. PROPERTIES OF THE PROTOTYPE CAARS SYSTEMS 
The two prototype systems are shown in Fig. 3.  Each was 

designed to accommodate a full-size, over-the-road tractor-
trailer combination.  Both designs were gantries that 
transported x-ray sources and detector array(s) past a stationery 
vehicle at a nominal scan rate of 2.7 feet/second.  A significant 
design difference was that the SAIC source was an interlaced 
accelerator that alternately outputted pulses with peak energies 
of 6 MeV and 9 MeV.  In contrast, the L-3 prototype included 
two separate accelerators each with its own dedicated detector 
array. 

The CAARS systems were required to detect a 100 cm3 
cube of High-Z material behind 25.4-cm of steel anywhere in 
the container volume.  The false alarm rate was not to exceed 3 
occurrences per 100 scans.  To meet these requirements, each 
prototype contained sophisticated software for image 
processing and automated detection.  The systems presented 
radiographs and other information at the operator’s 
workstation.  When detection occurred, the suspect area was 
highlighted in one of two ways:  

Threat Alarm – Alert provided to operator that there was 
high confidence that High-Z material was present at the 
indicated location 

Unknown Alarm – Alert provided to the operator that there 
was insufficient information to make a high confidence 
decision about the presence of High-Z material at the indicated 
location. 

 

 
Figure 3.  CAARS prototypes (top: SAIC, bottom: L-3) 
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VI. CARGO CHARACTERISTICS 
Based on a DHS study of actual cargo densities and 

complexities, a subset of 18 cargos was selected to represent 
approximately 70 percent of the most commonly encountered 
cargo types [6].  The 18 cargos were classified based on two 
attributes, density and complexity, and organized into these 
four groups: (1) low density - low complexity; (2) high density 
- low complexity; (3) low density - high complexity; and (4) 
high density - high complexity.  As shown in Table I, the 18 
cargos provided five cargos for three of the four combinations 
of density and complexity, with the exception that only three 
cargos made up the low density-low complexity combination. 

TABLE I.  CLASSIFICATION OF 18 CARGOS USED FOR TD&C. 

Cargo Description 

Average 
Pallet 

Density 
(g/cm3) 

Density 
Class 

Complexity 
Class 

Denim 0.18 
Low Low Tee Shirts 0.17 

Toys 0.07 
Tires 0.14 

Low High 
Metal Furniture 0.12 
TVs 0.16 
Tools 0.27 
Office Furniture 0.23 
Cement 1.14 

High Low 
Plastic Scrap 0.36 
Lumber 0.42 
Newsprint 0.46 
Bottled Water 0.47 
Machine Buckets 0.49 

High High 
Transmissions 0.39 
Air Conditioner Parts 0.38 
Brake Parts 0.36 
Engines 0.36 

VII. TEST OBJECT CHARACTERISTICS 
Test objects ranged from simple geometric shapes such as 

cubes and spheres (on the order of 100-400 cm3) to larger, 
more complex geometries that possessed properties of interest.  
The largest of the test objects weighed nearly 1,000 kilograms.  
Though most test objects were made from High-Z materials 
(lead, tungsten and uranium), for comparison purposes, some 
were fabricated from tin and steel.  Fig. 4 shows a 
representative test object (“ball in a box”), which consisted of a 
central depleted uranium sphere surrounded by a lead-lined 
steel box.  Fig. 4 shows a radiograph of this object along with a 
false color map of the ratio of attenuations for the two energy 
spectra. 

 
Figure 4.  Representative test object consisted of uranium sphere 

in a lead box  

  

 
Figure 5.  Gray-scale radiograph (left) shows test object details and false-
color ratio image (right) is indicative of atomic number (scale at bottom). 

Multiple test objects were hidden in the containers.  An 
opportunity for detection of a test object was a “trial.”  
Typically, a container was scanned 12 times and then oriented 
in the opposite direction for another 12 scans.  Table II lists the 
number of trials in each test TD&C program. 

TABLE II.  SCOPE OF DETECTION-IN-CARGO TESTS 

Prototype System Number of Detection-in-
Cargo Trials 

SAIC 8,320 
L-3 8,312 

VIII. EFFECTS OF CARGO 
The images in Fig. 6 and Fig. 7 demonstrate the effects of 

cargo on a test object’s signature.  When placed in a uniform 
low-density cargo, the test object is readily discernable.  Fig. 5 
shows the test object in boxed T-shirts.  Comparison of values 
in the ratio image demonstrates the distinctive signature of 
High-Z materials.  
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Figure 6.  The test object is easily distinguished in both types of images of 

boxed T-shirts on pallets. 

When the density and inhomogenity of the cargo increases, 
the test object becomes much more difficult to discern.  Fig. 7 
shows the same test object in automobile air compressor parts 
of roughly the same size.  Even with the cluttering effects of 
multiple objects, the ratio image provides a signature of high-Z 
material.  

  
Figure 7.  When placed among air compressors of roughly the same size, the 

test object is difficult to discern in the gray-scale radiograph. 

Returning to the image of Fig. 1, Fig.8 shows a close-up of 
a pallet of engines.  The test object is well-hidden in the 
radiograph , but its signature is apparent in the ratio image. 
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Figure 8.  Attenuation coefficient ratio reveals location of test object 

from Fig. 1. 

IX. USE OF THE DATABASES  
The author’s personal experience with the databases has 

focused on understanding how signal properties affect the 
ability to generate automated alarms.  In addition to the 
databases for the two dual energy systems, a comparable data 
base exists for a single energy (6 MeV) inspection system.  
Besides the vendors who built the x-ray inspection systems, 
several independent developers have used portions of the 
databases to explore the capabilities of their unique algorithm 
approaches. 
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Abstract— Self-curing polysiloxane polymers have been 
developed for the forensic collection of latent signatures of 
explosives, organophosphates, and chemical warfare agent 
(CWA) degradation products. These polymeric materials 
penetrate the sample substrate as viscous liquids and 
subsequently harden to a semi-soft solid that can be peeled 
away from the substrate to extract signatures via the non-
covalent interaction of the newly formed polymeric material 
with the analytes buried within the substrate.  This paper 
discusses experiments aimed at altering the chemical and 
physical properties of the polysiloxane sampling materials to 
optimize signature recovery from porous substrates. The utility 
of this approach is demonstrated by the collection of target 
analytes from within concrete. The recovery of these signatures 
using the self curing polymeric formulations is compared to 
current operational sampling alternatives such as adhesive 
fingerprint lifters and swabs. Demonstration of the 
preparation, extraction, and analytical methods for the 
detection of the target analytes is also presented. 

Keywords- polymers; explosives; organophosphates; 
pesticides; LC-MS; GC-MS.  

I.  INTRODUCTION 
Efficient recovery of high value signatures from porous 

surfaces (e.g., concrete, brick, and stone) presents a unique 
challenge as existing collection technologies do not 
adequately probe the pores, cracks, and crevices of these 
materials [1]. The porosity of these materials may allow for 
extensive absorption and concentration of chemical 
signatures below the surface of the material. This property 
presents not only a challenge to adequately recover these 
latent signatures, but also an important and underutilized 
sampling opportunity.  While relatively uniform and non-
reactive surfaces such as glass and counter tops are often a 
good choice for sample collection, there are many cases in 
which these exposed surfaces have undergone environmental 
changes or cleaning prior to the sampling event.  This 
perturbation often results in alteration, reduction, or complete 
removal of the once prevalent chemical signatures.  In these 
cases, highly porous materials may offer an extremely 
important sampling alternative, but only if they can be 
exploited efficiently.  

This operational need is being addressed through the 
development of a collection technique using self-curing 
polysiloxane polymers [2, 3]. In this case, these materials 
were specifically formulated to retrieve chemical signatures 
from within porous substrates by designing them to 
adequately penetrate a porous surface and harden to a semi-
soft solid that can be subsequently peeled away from the 
substrate, thereby extracting signatures buried within the 
material via the non-covalent interactions between the target 
analytes and the newly formed polymer. The collection 
materials are comprised of two components: 1) the Base 
Paste, which consists of vinylsiloxanes capable of 
undergoing crosslinking reactions with hydrosiloxane 
components, and 2) the Catalyst Paste, which contains a 
catalytic component that initiates the hydrosilyation reaction 
involving the addition of the hydrogen atoms bonded to 
silicon atoms across the vinyl groups [2-5]. In addition, each 
component also contains retarders that influence the onset of 
polymerization, surfactants that improves the wettability of 
the polymer, fillers to add bulk to the material, and other 
additives to influence various physical properties [2]. Table 1 
summarizes the components of the polysiloxane polymers 
developed in this study.  

TABLE I.  FORMULATION OF THE BASE AND CATALYST PASTES 

Component Formulation  

Base Paste 

• Hydrosiloxanes 
• Vinylsiloxanes 
• Fillers 
• Additives  

Catalyst Paste 

• Catalysts 
• Vinylsiloxanes 
• Fillers 
• Additives 

 

In the present study, we have exploited these 
polymerizable polyorganosiloxanes to recover representative 
explosives such as trinitrotoluene (TNT), 
cyclotrimethylenetrinitramine (RDX), triacetone triperoxide 
(TATP), and   pentaerythritol tetranitrate (PETN) (selected 
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structures shown in Fig. 1), as well as organophosphates and 
pesticides (dimethyl methylphosphonate (DMMP), fonofos, 
mephosfolan, malathion, parathion, and  a CWA degradant, 
4,4 oxide 1,4-oxathiane, structures shown in Fig. 2) from 
porous concrete surfaces. The utility of these materials is 
further demonstrated by comparing the extraction 
efficiencies of the polysiloxane materials to conventional 
operational sampling devices, in this case cotton swabs and 
adhesive fingerprint lifters.  Successful development and 
rapid transition of this novel sampling system (along with 
associated preparation and analysis methods) to field 
applications could result in a transformational technology 
that augments the capabilities of anyone concerned with the 
recovery of high value signatures for explosives, toxins, and 
biological threat agents. 

 

 

Figure 1.  Structures of the Explosives Analytes 

Figure 2.  Structures of the Oranophosphate and Pesticide Analytes 

II. EXPERIMENTAL 

A. Extraction Studies 
A 0.5 mL aliquot of a 500 ppm solution of each analyte 

was spiked onto a controlled area of a concrete surface and 
allowed to dry. For each analyte, three parallel surfaces were 
spiked to enable side-by-side extraction by a prototype 
polysiloxane polymer, an adhesive fingerprint lifter, and a 

cotton swab.  For extractions using the polymer, the material 
was applied to the concrete surface and allowed to cure for 
approximately 10 min. The polymer was then peeled off the 
surface and extracted with 5 mL of acetonitrile.   

The surfaces were sampled by the adhesive fingerprint 
lifters by applying the adhesive side to the concrete surface 
and applying pressure to ensure sufficient contact was made 
over the entire sampling surface.   The lifter was then peeled 
off the surface and extracted with 5 mL of acetonitrile. 
Extractions using the cotton swab were performed by 
brushing the swab across the concrete surface for 
approximately 5 sec. The cotton tip was then removed and 
placed in a vial. A 5 mL aliquot of acetonitrile was added to 
the vial, which was then sonicated for 10 min. The 
supernatant was then transferred to a clean vial for analysis.  

Due to requirements in the analytical method, a solvent 
exchange to ethyl acetate was performed prior to analysis of 
solutions containing DMMP, fonofos, mephosfolan, 
malathion, parathion, and 4,4-oxide 1,4-oxathiane,. The final 
solutions from all three extraction methods were diluted 1:1 
(v/v) using a solvent suitable for the analysis method. 
Samples containing RDX and PETN were diluted with 
water, those containing TNT and TATP were diluted with 
acetonitrile, while those containing DMMP, fonofos, 
mephosfolan, malathion, parathion, and 4,4-oxide 1,4-
oxathiane were diluted with ethyl acetate. 

B. Analysis Methods 
1) HPLC-MS/MS Analysis 

 
RDX and PETN were quantified in extracts by 

HPLC-MS/MS using a Thermo Fisher Surveryor HPLC 
coupled to a Thermo Fisher TSQ triple quadrupole mass 
spectrometer. Separation was achieved using a reversed-
phase, XBridge C18 column (2.1 x 50 mM, 5 µm) and a 
gradient program with mobile phase comprised of 0.25 mM 
ammonium nitrate in water (mobile phase A) and 0.25 mM 
ammonium nitrate in acetonitrile (mobile phase B). The 
initial conditions of 100% A were held for 3.0 min, and then 
the composition was linearly ramped to 50% A/50% B over 
17.0 min. The gradient was then changed to 30% A/70% B 
over 5.0 min, followed by an additional ramp to 5% A/95% 
B over 5.0 min. The mobile phase was returned to initial 
conditions in 1.0 min, followed by a 10.0 min 
re-equilibration time. Detection was by mass spectrometry 
using negative mode electrospray ionization (ESI) with a 
spray voltage of -4.0 kV and sheath and auxiliary gas flow 
rates of 50 and 20 arbitrary units (corresponding to 
approximately 0.75 L/min and 6 L/min), respectively. The 
temperature of the heated inlet capillary was set to 200 °C.   
The selected reaction monitoring (SRM) scan mode was used 
and the analytes were quantified using an external standard 
calibration curve. 

2) GC-MS Analysis 
 

TATP, TNT, DMMP, fonofos, mephosfolan, malathion, 
parathion, and  4,4 oxide 1,4-oxathiane were analyzed using 
GC-MS. Experiments involving TNT were executed on an 
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Agilent 7890/5975 GC MS equipped with a PTV inlet. The 
method utilized an RTX-5MS capillary column (15 m x 0.25 
mm id, 0.25 µm stationary phase thickness) and a 
temperature program to separate the analytes. The column 
oven was held at an initial temperature of 75 °C for 
0.6 minutes, ramped at 8 °C/min to 175 °C, ramped at 6 
°C/min to 240 °C, ramped at 40 °C/min to 320 °C and held 
for 2 minutes. Splitless injection was performed using a PTV 
inlet heated to 25 °C for 0.5 min and then ramped at 720 
°C/min to 250 °C and held for 2 minutes. Detection was by 
electron ionization (EI) MS. Target analytes were identified 
by comparison of the analyte mass spectrum to that of a 
standard prepared from reference standards. The analytes 
were quantified relative to an internal standard using a 
calibration curve. TATP samples were analyzed on a Thermo 
Focus DSQ II single quadrupole GC-MS equipped with an 
RTX-5MS capillary column (15 m x 0.25 mm id, 0.25 µm 
stationary phase thickness. Splitless injection at 110 °C was 
used with the following temperature program: the column 
oven was held at 50 °C for 3 minutes, ramped at 8 °C/min to 
180 °C and held for 3 minutes.  The mass spectrometer was 
operated in the full scan mode for detection. TATP was 
quantified using a calibration curve generated with a 
reference standard. 

Experiments involving DMMP, fonofos, mephosfolan, 
malathion, parathion, and 4,4-oxide 1,4-oxathiane were 
executed on an Agilent 7890A/5975C GC-MS equipped with 
a split-splitless inlet.  The method utilizes a Restek Rxi-5sil 
capillary column (30 m x 0.25 mm id, 1 µm stationary phase 
thickness) and a temperature program to separate the 
analytes.  The column oven was held at an initial temperature 
of 45 °C for 3 minutes, ramped at 8 °C/min to 121 °C, 
ramped at 16 °C/min to 145 °C, ramped at 8 °C/min to 
237 °C, ramped at 30 °C/min to 310 °C and held for 
10  minutes.  Splitless injection was performed using a 
split-splitless inlet heated to 250 °C.  Helium was used as a 
carrier gas at a flow rate of 2 mL/min.  Detection was by MS 
using EI.  The target analytes were identified by comparison 
of the analyte mass spectrum to that of standards, and 
quantified relative to an external calibration curve. 

III. RESULTS AND DISCUSSION 

A. Development of Tunable Self-Curing Polymer 
Formulations 
Initial experiments were aimed at developing a polymer 

formulation that was optimized for the collection of 
explosives, organophosphates, pesticides and CWA 
degradation products from porous substrates. One key 
advantage of these polymers is their tunability. By altering 
the formulation of the base and catalyst components, the 
material properties of the polymer, such as cure time, 
viscosity, tear strength and surface interaction, can be altered 
to best suit the sampling need. Table 2 summarizes the 
attributes identified to have the greatest impact on the 
sampling capability of the polymers and the components of 
the formulation affecting each attribute.   

TABLE II.  KEY POLYMER MATERIAL PROPERTIES AND RELATED 
FORMULATION COMPONENTS  

Material Property Related Formulation Component 

Cure Time 

• Amount of catalyst  
• Presence of retarder  
• Amount of filler  
• Degree of crosslinking  

Viscosity 
• Amount of fillers  
• Viscosity of formulation components used  
• Type of additive(s) used 

Tear Strength 

• Amount of filler 
• Degree of crosslinking  
• Molecular weight of the individual 

components in the formulation (higher 
initial molecular weight gives higher 
strength product) 

• Inclusion of quadrifunctional resin (Q-resin) 

Surface interaction 
• Surfactant influences how the polymer 

interacts and thus binds analytes on a 
surface 

 

Selected formulations from the extensive refinement 
study are shown in Table 3. Due to the proprietary nature of 
the investigation, the specific components of each 
formulation are not detailed, however the critical material 
properties for porous sampling using the prototypes is 
shown. In addition to the properties shown in the table, the 
thixotropy attribute of the polymers was also minimized to 
allow the material to flow into the pores and crevices of the 
surface without the application of force to “flatten out” the 
polymer This characteristic increases the reproducibility of 
the application and sampling, while enhancing the ease of 
use and minimizing the risk of cross contamination.  Based 
on the results of the optimization study, formulation MR-32 
was found to have the most desirable materials properties 
and was subsequently used for further extraction efficiency 
studies. 
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TABLE III.  SELECTED FORMULATIONS FOR THE MATERIALS 
PROPERTIES OPTIMIZATION STUDY 

Formulation Cure Time Viscosity Tear Strength 

SC-28 Moderately quick High Good 

CM-17 Very slow High Low 

MB-23 Very slow Very low Very low 

SS-12 Too slow Good Low 

LP-58 Very slow Low Very low 

JC-21 Very fast Very high Very low 

CH-38 Good Moderately high Low 

CM-92 Good Good Good 

LP-64 Moderately slow Moderately high Low 

MB-84 Very fast Very high Very low 

SS-01 Very slow Very high Very low 

SC-65 Good Moderately low Good 

HB-017 Good Good Good 

HB-65  Good  Moderately low Moderately low 

MG-58  Very fast Very high Low 

LB-38  Very fast  Very high Low 

CM-13  Good  Good Ideal 

SC-65  Good  Good Ideal 

MR-32  Good  Ideal Ideal 

JC-87  Good  Good Good 

Key to Polymer Material Properties 

Very 
undesirable Undesirable Moderate Desirable Ideal 

 

B. Extraction Studies 
To evaluate the extraction capability of the self-curing 

polymer formulations in comparison to conventional 
techniques, a known amount of various explosives was 
spiked onto concrete and collected by the polymer, an 
adhesive lifter, and a cotton swab. Samples were extracted 
from the polymer, lifter, and swab using acetonitrile and 
analyzed by GC-MS or LC-MS to identify and quantify the 
amount of explosive material collected. 

Representative results of the extraction efficiency studies 
are shown in Figures 3 and 4. In initial studies, three early 
polymer formulation prototypes, LB-28, MB-42, and HB-40 
were tested against a conventional adhesive fingerprint lifter 
for the extraction of TATP. Figure 3 demonstrates that all 
three of the self-curing polymers were able to extract TATP, 
while the conventional lifter was not.  

 

 

Figure 3.  Relative recoveries of TATP from concrete using prototype 
formulations compared to a conventional finger print lifter. 

The properties of MB-34 were further optimized in the 
refinement study to yield the MR-32 formulation. Figure 4 
demonstrates that MR-32 was able to extract TNT from 
concrete while the conventional swab and lifter did not show 
any recovery for the analyte. Similarly, the polymer 
extracted a significantly greater amount of RDX and PETN 
from a concrete surface than a conventional adhesive lifter 
and the cotton swab.  These results highlight the potential for 
improved trace level collection of explosive compounds 
using the self-curing polymers compared to conventional 
sampling materials employed in both portal screening and 
forensic field collections. 

 

Figure 4.  Relative recoveries of TNT, PETN, and RDX from concrete 
using the refined polymer formulation (MR-032) compared conventional 

adhesive fingerprint lifters and a cotton swabs. 
 

The extraction efficiency of the polymer compared to the 
adhesive lifter and cotton swab for organophosphates, 
including DMMP, fonofos, mephosfolan, malathion, 

Homeland Security Affairs, Supplement 5, Article 5 (May 2012) WWW.HSAJ.ORG



parathion, and a CWA degradant, 4,4 oxide 1,4-oxathiane 
spiked onto concrete was also evaluated. Samples were 
extracted from the polymer, adhesive lifter, and swab using 
acetonitrile and analyzed by GC-MS. 

Results of these studies are highlighted in Figure 5 for 
DMMP, fonofos, and mephosfolan, and Figure 6 for 
malathion, parathion, and 4,4 oxide 1,4-oxathiane. Similar to 
the results for the experiments involving the explosive 
compounds, these data clearly demonstrate that the MR-032 
polymer formulation recovered a significantly greater 
amount of each target analyte from the concrete.  In some 
cases, the conventional materials were unable to recover any 
of the target analyte, as seen with the extraction of DMMP 
and mephospholan using the cotton swab. The recoveries of 
DMMP, malathion, and parathion using the swab and 
adhesive lifter, and 4,4 oxide 1,4-oxathiane using the swab, 
were nearly an order of magnitude lower than those achieved 
using the polymer. Moreover, it is likely that the 
conventional materials only recovered residual analyte that 
remained on the surface of the concrete, while the polymer 
recovered more analyte by penetrating the pores of the 
concrete. On-going studies are aimed at demonstrating the 
utility of the polymers after the surface has been cleaned. 

 

Figure 5.   Relative extraction efficiencies of DMMP, fonofos, and 
mephospholan using the  polymer formulation MR-32 compared 

conventional adhesive fingerprint lifters and cotton swab. 

 

Figure 6.  Relative extraction efficiencies of malathion, parathion, and 4,4-
oxide 1,4-oxathiane using polymer formulation MR-32 compared to 

conventional adhesive fingerprint lifters and cotton swabs. 

IV. CONCLUSION 
Self-curing polyvinylsiloxane polymers are a promising 

alternative to conventional adhesive fingerprint lifters and 
cotton swabs for the collection of trace levels explosives, 
organophosphates, pesticides, and CWA degradation 
products from porous surfaces. The material properties of the 
polymers can be easily tuned through manipulation of the 
formulation, and extensive studies have been performed (and 
are on-going) to optimize these materials for the collection of 
these and other latent signatures from concrete and other 
porous and non-porous surfaces. The ability of these 
polymers to probe the cracks and crevices of porous material 
will ultimately enhance collection efficiencies and bolster the 
capability of forensic collectors.   

The success of these initial studies highlights the promise 
of additional work. In planned studies, the collection 
protocols, sample preparation and analysis methods will also 
be optimized to continue to improve collection and 
extraction efficiencies, and ultimately reduce the level of 
detectable contamination. In addition, new polymer 
formulations specifically designed for extracting other target 
analytes, such as biological threat agents, DNA and other 
analytes of forensics interest will be performed.  
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