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Abstract—In response to the Domestic Nuclear Detection Office’s
(DNDO) BAA 09-102 Passport Systems, Inc. of Billerica, MA has
developed and tested a prototype system of networked portable
spectroscopic radiation detectors designed to improve the
detection, localization, and identification of potential radiological
threats. A system of this nature is primarily targeted to
situations where it is not feasible to direct traffic through portal
radiation detection systems, e.g. large events, search team
objectives, etc. The capability to intelligently network individual
portable detectors and fuse their data using advanced algorithms
and COTS hardware has been shown within this program to
significantly increase the effectiveness of an assortment of
portable radiation detectors in a variety of NORM (naturally
occurring radioactive material) backgrounds. An overview of
current work will be provided in two parts: 1) A review of the
system design, including trade space analysis, of both the
hardware and algorithmic components; and 2) Presentation of
data and results to date focusing on the improvement afforded by
the networked data fusion
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I.

INTRODUCTION

The use of human portable radiation detectors (HRPLs) has
become more common in recent years among first responders,
customs agents, and HAZMAT teams, in addition to their
traditional use by radiological search teams, to aid in their
mission to ensure public safety. Such a trend is expected to
continue considering the ongoing and increasing specter of the
use of radiological materials for terrorist threats.
Interest in the use of these devices can be further illustrated
by the fact that the Domestic Nuclear Detection Office (DNDO)
has devoted considerable resources for research by various
companies to develop man-portable Intelligent Personal
Radiation Locators (IPRLs) capable of detecting, measuring,
locating, and identifying radiological threats. As capable and
useful as each of these devices either is, or is expected to be,
their effective range is still limited by their small form-factor
and the basic physics governing the detection of radiation. One
method by which the performance of man-portable radiation
detectors can be enhanced in an operational setting is through

the networking and fusion of data from several devices in a
localized region-of-interest. With multiple devices all sharing
data, a team of operators can leverage that integrated collection
of devices to increase overall system sensitivity (through total
increased detector volume) and also to enable new capabilities
which emerge from the distributed nature of the detector
network (e.g. source localization).
By networking radiation detectors, not only would their
joint, integrated performance be expected to surpass that of the
individual detectors for sensitivity and coverage, but the
networked system would effectively become a new tool to
solve challenges not addressed by current technology. Portal
radiation monitors, despite some limitations, have become
useful equipment at locations where traffic can be funneled
through a small area – such as major ports and border
crossings. However, in situations where such restrictions are
not possible, such as at major events or within urban cores, a
networked system of small, unobtrusive radiation detectors
utilized by a team of operators could provide for the detection,
localization and identification of potential radiological threats
in those less controlled environments.
With such reasons in mind DNDO issued BAA 09-102
Advanced Technology Demonstration (ATD) for Intelligent
Radiation Sensor System (IRSS) for the purpose of
demonstrating the feasibility of a cost-effective system of
networked radiation detectors designed from COTS and OEM
components and using advanced data fusion algorithms to
make optimal use of the data from those networked detectors.
This program was focused on algorithm development, system
integration, and prototyping to prove out the advanced
technologies required to improve detection, localization, and
identification of radiological sources using intelligently
networked sensors.
The IRSS program was a 2.5 year four-phase effort
culminating in the ATD. This paper summarizes the design,
development, integration, and testing efforts of Passport
Systems, Inc. during the execution of the IRSS ATD program.
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II.

SYSTEM OVERVIEW

The proposed IRSS system overview is shown in Figure 1.
The major components pictured are the detection device (DD),
the base control unit (BCU), and the reach-back node. For the
purposes of the ATD the reach-back node capability to alert a
central authority via a reach back network was not critical to
demonstrating the effectiveness of the mesh network and was
not tested. The remaining system components are described
below.

external components – such as the differential GPS antenna
visible in Figure 2 – when determined necessary during initial
program testing.

Figure 2: IRSS DDs. The 2"×2" device is on the left and the 1"×2" device
is on the right

Figure 1: IRSS System Overview

A. Detection Device (DD)
The detection device (DD) is a key system element of
IRSS and, as highlighted in Figure 1, is comprised of two
parts: 1) the detector augmentation device (DAD) and 2) the
individual radiation detection device (IRDD). The two
devices are loosely coupled to maintain flexibility and
upgradability. The DDs themselves will automatically set up
and maintain a wireless ad hoc mesh network, capable of
automatic reconfiguration when necessary and providing data
throughout the system, including to the optional BCU.
The IRSS program was not a hardware development effort;
however, it was determined early in the program that a true
off-the-shelf radiation detector was not available that met the
program requirements – including full spectroscopic
capability, full interoperability with external devices (i.e. the
DAD), and cost restrictions. Therefore, a portable prototype
device had to be designed and built to support the program
requirements. The IRDD consists of COTS and OEM
components – including signal processing electronics, HV
supply, battery, photo-multiplier tube, and scintillator crystal –
that were integrated into a modular, portable system. This
modular design philosophy allows for plug-and-play of
various sensors with unique characteristics (e.g. sensitivity and
spectroscopic resolution) depending on operator need and
component availability. Indeed, during the course of the
program it was determined that evaluation criteria could best
be met through the availability of two detector sizes. These
are shown in Figure 2. The active detection elements are both
NaI(Tl) crystals, but two different sizes were utilized: 2”×2”
and 1”×2” [dia. × length]. The modular design facilitated this
mid-program decision with no schedule or design impact. The
design modularity, including the decision to use standard
interfaces (e.g. USB) also facilitated the easy integration of
This program in funded by the U.S. Department of Homeland Security
Domestic Nuclear Detection Office (DNDO) under contract HSHQDC-09-C00123.

B. Base Control Unit (BCU)
The BCU was designed as an optional component of the
final system. For the purposes of the ATD it provided the
important capability for data storage and performance
characterization as well as post-event evaluation. The BCU
was implemented using a Toughbook™ ruggedized laptop.
For all intents and purposes the BCU was simply another node
in the network – albeit one configured in this instance without
an attached detector. The BCU ran the same data collection
and analysis software developed for the DDs. The only
difference was that an enhanced GUI interface was designed
for the BCU to allow for improved monitoring and control
during system testing activities.
As part of an operational system a BCU provides a means
for a local command authority to improve situational
awareness, direct search teams, and enable the use of more
complex algorithms in situations where the portable units are
inadequate. However, the BCU is not required for the network
to function properly. The IRSS system was designed this way
to ensure network robustness and avoid any single points of
failure in the system.
C. Detector Augmentation Device (DAD)
In many ways the DAD was the focus of design work
performed for this program. The DAD was implemented by
leveraging existing Android smartphone technology, and it
provides all the functionality to interface with the IRDD and
the operational user through an appropriate, configurable GUI.
The DAD also provides a platform for all the communications
and computation.
The DAD is responsible for establishing and maintaining a
robust ad hoc network. This is accomplished using the native
WiFi (IEEE 802.11b) capability on the smartphone and opensource mesh network applications. Data is transferred around
the network to all connected nodes – through multiple hops if
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necessary – so that all current data is available to every node at
each processing interval.

only help real-time system performance but can also be saved
for future reference and comparison.

The DAD is also the primary computation engine and hosts
all of the advanced algorithms responsible for integrating
shared data, estimating background and radiological source
levels, and making decisions concerning the detection,
localization, and identification of those sources. All the data
fusion and processing is done on every DAD separately using
all the available data from the connected nodes. This
architecture has the advantage of ensuring that there is no
single point-of-failure for the system. Every detector calculates
the best solution based on all the available information,
whether it is data from only that detector or includes data from
other near-by detectors. The significant computations required
by the advanced algorithms, described below, were all carried
out on the smartphone processor.
III.

IRSS ALGORITHMS

The primary focus of the IRSS program was to demonstrate
that networked systems are capable of improved performance
compared to individual detectors and to quantify that
performance advantage in a quasi-operational setting. The
development and testing of advanced data fusion algorithms
which improve detection, localization, and identification of
radiological sources using a networked system was the central
program goal, despite the effort that went into the development
of appropriate prototype detection units.
The advanced algorithms fall into two separate
development categories: background estimation and source
estimation, each of which is described below.
A. Background Estimation
Background estimation is considered important for two
reasons. First, for the vast majority of time any given detector
is measuring only NORM (naturally occurring radioactive
material) background so it is important to understand and
characterize it well to avoid false positive readings –
particularly as NORM can vary significantly over short spatial
intervals. Second, if the background is measured with high
certainty within an area then the system as a whole will be
more sensitive to deviations, e.g. radioisotope source
signatures, from that estimated background.
The IRSS background estimation is a hybrid algorithm that
provides a continuous estimate of the NORM radiation levels.
The first part of the algorithm maintains a background map of
measurements averaged across the full network of detectors.
Using this map, an estimate of the local background is
calculated along with a confidence based on the total
measurement time for all detectors and distance of those
measurements from the current location. An example of this
networked background mapping is shown in Figure 3, where
three detectors mapped out the background radiation levels of a
park in downtown Boston, MA. The data, represented by an
arbitrary, normalized count rate scale on the right, show that
even over this small area the measured radiation levels vary by
more than a factor of two. In order to account for this
background variation in the absence of background estimation,
detection thresholds would have to be set near the highest
levels to avoid false alarms and thereby miss detection of
potentially small signals. Such background estimations not

Figure 3: NORM background measurements using three networked
detectors on the Rose Kennedy Greenway Park in Boston, MA

When no background data exists, either from neighboring
detectors or from previous measurements, the system must still
estimate the local background. This is done by comparing the
estimated background spectrum to a linear superposition of
basis functions determined through analysis of data collected in
a number of background environments. The contributions of
the spectral components are constrained by count rates in
sections of the spectrum (ranging from 60-3000 keV) that are
not expected to contain source signals. An example of
background from various materials is shown in Figure 4 where
the top six curves show both measurements and the scaledcomponent fit for a number of different background
environments with nearly a factor of ten variation in overall
radiation levels.

Figure 4: Scaled-component background measurement (solid lines) and
fit (dotted lines) results. The top six curves represent various
backgrounds. The bottom curve includes both 137Cs and 22Na sources

The fit for the background cases in Figure 4 (dotted lines) is
quite good. The bottom curve illustrates the fit for a
measurement including 137Cs (662 keV) and 22Na (511 and
1275 keV) photopeaks. Again the fit to the expected
background levels is good and the deviation from that estimate
at the expected source energies is clear.
B. Source Estimation
The goal of the source estimation algorithms developed for
the IRSS program is to provide detection, localization and
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identification of radiological sources.
Detection and
localization of sources are achieved via a sampled Bayesian
inference method while the identification functionality is
implemented separately using a peak-finding and peakmatching technique.
In order to perform source detection and localization, the
full probability density function (PDF) for the source is
approximated using the number of counts in each detector in
the network and accounting for Poisson statistics and the 1/r2
relation between count rate and source-to-detector distance.
Visualization of this PDF is achieved through uniform
sampling of the log-likelihood map.
Figure 5 shows an
simulation of such a log-likelihood map where the loglikelihood function has a maximum near the actual position of
the simulated source. Figure 6 illustrates the evolution of the
PDF over time as increased statistics are gathered from all the
detectors and the solution becomes more constrained.
Detection is a result of comparing source hypotheses against
null hypotheses – the likelihood ratio of the two (referred to as
“fidelity”) needs to exceed a pre-determined threshold defined
by required sensitivity and false alarm rates.
Source
localization occurs naturally by identifying the spatial location
of the peak likelihood. For the IRSS program potential source
motion (both direction and magnitude) are included in the
hypothesis space so source tracking is also a natural result of
the Bayesian estimation.
During integration testing the application of the Bayesian
inference algorithms showed a significant improvement over
the individual detectors. Figure 7 illustrates laboratory results
from a four detector network of 1”×2” detectors at various
radial distances (D) evenly distributed around an 8.9 µCi 137Cs
source. The source was exposed after 60 seconds and in the
nearest three cases the network detected the source at least two
times faster than any individual detector. As the detectors
moved farther away (D = 233 cm) the network still
outperformed the individual detectors but the required
detection threshold was not crossed during the time displayed
in Figure 7.

Figure 5: Log-likelihood map for sample scenario of one stationary
radioactive source and nine regularly spaced detectors. Actual source
location at the red circle in the top plot

Figure 6: Time evolution of the log-likelihood map as statistics are
gathered and confidence and localization improve
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The top and bottom plots in figure show the performance of
the networked and individual detectors, respectively. For both
sets of trials the detection threshold was set to result in a false
alarm rate < 1/day for the set of nine detectors using trials
where the source is absent (blue lines). The top plot shows that
the networked detectors effectively integrate the weak signal
counts across multiple detectors by applying the possibility of a
moving source and thereby demonstrate a higher probability of
detection. In contrast, the bottom plot shows that when the
individual detectors are taken separately a very low probability
of breaking the detection threshold occurs before the source has
moved through the detector grid.

Figure 7: Network detection results for a 4 detector network at various
radial distances from a central 137Cs source. Source was exposed at 60
seconds. Network results are in green. Individual DD results are in blue

These same data fusion algorithms have also been shown to
enable detection of weak signals while maintaining a low
system false alarm rate. Typically, the overall false alarm rate
for a set of N independent detectors would be N times the
individual rate. However, by fusing and processing all of the
available data at each node the system false alarm rate can be
kept low while maintaining sensitivity to weak signals. Figure
8 illustrates simulation results for a weak source moving at
walking speeds (1.6 m/s) through a network of nine detectors
with an inter-detector spacing of 21 m.

The source tracking capability is illustrated in Figure 9.
Data was collected using a grid of 15 2”×2” detectors (shown
as green circles) with an inter-detector spacing of 14 m. A
~500µCi 57Co source is moved through the center of the
detector grid. Figure 9 overlays the sampled hypotheses (blue
dots) on the full PDF to illustrate that the sampling does a good
job of tracking the full solution. The red circle is the average
position of all the hypotheses and is shown to track the source
with reasonable accuracy. It should be noted that each of the
detectors is non-directional and provides no position estimation
for a detected source. It is only through fusion of distributed
measurements from spatially dispersed detectors that the
capability for source localization and tracking emerges.

Figure 9: Live tracking experiment of a 57Co source. Green circles are
detectors. Blue dots are source position hypotheses. The red circle is the
estimated source position and the white ellipse represents the positional
uncertainty. The colored background is the full PDF.

Figure 8: Detection confidence for networked and non-networked
detectors for a very weak moving source. The red line is the average
detection metric with the source present. The blue lines are source absent
trials. The dashed red lines indicate ± 1 standard deviation

C. Identification
Spectroscopic data from the detectors is preprocessed into
separate energy bins each of which are processed through the
Bayesian inference engine independently to improve
computational efficiency and allow for real-time processing on
the smartphone platform. These bins have been centered at the
photopeak energies of expected radioisotopes, and their widths
have been set by the detector resolution, to increase SNR for
those potential signals. One benefit of implementing the signal
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processing in this way is that the detection process itself results
in a coarse identification. Detection in a given pre-defined
energy bin implies the existence of that particular isotope. This
is only a coarse identification capability because there may be
several isotopes that emit gamma rays at energies that are too
close to be resolved by the IRSS detectors utilized herein. In
other words, the sources share an energy bin so there is some
potential for ambiguity in the bin-based identification. To
resolve this ambiguity a high-statistics identification algorithm
was also implemented.
The high-statistics identification begins collecting data once
detection has occurred and collects sufficient counts to develop
unambiguous photopeaks in the gamma-ray spectrum. The
background is subtracted via an erosion method [1] and the
signal confidence is calculated on a per channel basis.
Confidence is compared to a predetermined, energy-dependent
threshold and high confidence peaks are compared to a
standard isotope library.
This technique has several advantages over standard
template matching, or deconvolution, techniques in that it is
easier to add to the list of possible isotopes for identification. It
is sufficient to simply know the expected photopeak energy(s)
rather than having to measure the full response function for
each isotope-detector pair. This was an important resource
consideration for development of the prototype IRSS system.
Additionally, peak-matching techniques do not require
corrections for distortion in the low-energy Compton region, as
does template matching, due to energy-dependent shielding
effects.
The network implementation of the high-statistics
identification algorithm was done at the decision-level as
opposed to the data level as in the detection/localization
algorithm. That is, the individual detector signal confidences
were combined to get an overall system confidence. This
avoids the problem of diluting accumulated spectra with data
from detectors that don’t see a source and thereby reducing
overall SNR. However, it also means that the identification
function is dominated by the detector closest to the source

Figure 10 shows the probability of identifying an 8.9 µCi
Cs source as a function of integration time for measurements
made by four networked 1”×2” detectors. When the detectors
are equidistant from the source there is a performance increase
compared to that of an individual detector, but that advantage
quickly drops as three of the detectors are moved further from
the source.
137

IV.

PROGRAM STATUS & CONCLUSIONS

Passport Systems, Inc. has completed the IRSS ATD
program as of June 1, 2012. Forty-four prototype detectors (22
each of the types shown in Figure 2) capable of sharing data
through an ad hoc wireless network were designed, built,
tested, and delivered to DNDO for the ATD, as were two
BCUs. Advanced algorithms were designed and implemented
to fuse and exploit the networked data, demonstrating increased
performance in detection, localization, and identification of
potential radioactive isotopic sources. The program has
demonstrated the utility and feasibility of a robust system of
man-portable networked radiation sensors using COTS/OEM
components. Both government and Passport analyses of data
collected at SRNL (Savannah River National Laboratory)
during Phase IV characterization and evaluation activities are
on-going.
ACKNOWLEDGMENT
This work supported by The US Department of Homeland
Security Domestic Nuclear Detection Office, under
competitively awarded contract HSHQDC-09-C-00123.
This support does not constitute an express or implied
endorsement on the part of the Government. All claims and
representations contained herein are those of the author alone.
REFERENCES
[1]

East LV, Phillips RL, Strong AR. “A Fresh Approach To NaI
Scintillation Detector Spectrum Analysis”. 1982. Nucl. Inst. and Meth.
193:147-155

Figure 10: Probability of correct identification vs. integration time for
networked and individual detectors

Homeland Security Affairs, Supplement 6, Article 4 (April 2013) WWW.HSAJ.ORG

ABOUT THE AUTHORS
Daniel Cooper - cooper@passportsystems.com
Robert Ledoux
Krzysztof Kamieniecki
Stephen Korbly
Jeffrey Thompson
James Batcheler
Shirazul Chowdhury
Neil Roza
James Costales
Vijaya Aiyawar
Passport Systems, Inc.
N. Billerica, MA, USA

© 2013 IEEE and published here with permission. Homeland Security Affairs is an
academic journal available free of charge to individuals and institutions. Because the
purpose of this publication is the widest possible dissemination of knowledge, copies
of this journal and the articles contained herein may be printed or downloaded and
redistributed for personal, research or educational purposes free of charge and
without permission. Any commercial use of this article is expressly prohibited
without the written consent of the copyright holder, the Institute of Electrical and
Electronics Engineers (IEEE). Homeland Security Affairs is the online journal of the
Naval Postgraduate School Center for Homeland Defense and Security (CHDS).

http://www.hsaj.org

