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When Ted Lewis penned this book, there were no comprehensive works that tackled the
incredible breadth and scope of the infrastructure problem. The approach to infrastructure

was as chaotic as the initial formation of DHS: many different sectors, all of enormous size

and disparate function, were managed by individuals happily ensconced in the silos of their
expertise. Just as DHS attempted to cram unwilling partners into a structured framework, there
were no scientific/engineering frameworks that were applied, broadly, across sectors.

Lewis changed this. His pioneering work, written during a brief stay in the hospital, offered

the first comprehensive approach to the infrastructure problem. It detailed the regulatory
frameworks that governed each sector, and applied the concept of emergence to the formation
of structure under the forces of economics, geography and regulation. He introduced a network
approach that could be applied to many infrastructure systems, and explained how that
approach could be used to identify the most critical functional components of the system. He
introduced an entirely new audience to the use of fault trees as a descriptive tool to organize
system components in a logical framework that served to enumerate which components, if
disabled, could lead to system failure. This text introduced new tools to evaluate infrastructure
while also providing case studies, across many sectors, that applied these tools. Prior to Lewis’
work, infrastructure topics were siloed and missing any descriptive framework that could
answer the question of “What is critical in critical infrastructure protection?” Lewis offered

the first comprehensive overview of the systems problem associated with this question. His
text revolutionized our approach to CIP and kick-started a new era of understanding that has
transformed the CIP landscape. Every homeland security practitioner should have a copy of this
text on their bookshelf.
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field infrared polariscope, and a novel micro-tool for measuring the mechanical properties of
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